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The steady increase in user demand for “all the time, everywherssicce
asks for effective and portable solutions for mobility management. Tra-
ditionally, global mobility has been addressed by solutions at the network
layer. This is the case of Mobile IP and related approaches. On the other
hand, this class of solutions presents several drawbacks, suchhas/kig
head, poor scalability, inefficiencies at the transport layer, and inability to
take into account user preferences and QoS specifications. Thase dr
backs seriously affect the ability of the systems to provide seamless han-
dovers, that is, transparent management of mobility and continuityrof se
vice when changing network connection point. Moreover, most of the pr
posed solutions cannot deal with vertical handovers, which involvesacc
points equipped with different radio technology (e.g., WLAN and GRPRS)
In this paper we propos#iOptiMa, an application layer solution for mobil-

ity management and seamless handover in heterogeneous multi-teghnolo
networks. Working at the application layer, and making use of active and
passive cross-layer monitoring, WiOptiMo can overcome most of the-dr
backs of previous solutions. It is an integrated approach that carefieal
fectively with both macro- and micro-mobility. Its design has been driven
by the objective of realizing a system which is fully portable, energy and
cpu aware, and fully compliant to current standards. The inclusiontof a
nomic components in WiOptiMo's design empowers the system with basic
self-tuning and self-configuring capabilities. We present a detailedigesc
tion of the system and discuss its pro and cons. Results from real-world
experiments are reported to assess the efficiency and the efficacg of th
approach.

*This work was partially funded by the CTI Swiss programme urterKTI-
7640.1 ESPP-EBptimised always-on solutigoroject.
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1. INTRODUCTION

Rapid advances in radio technologies and the increasingen demand to
be always-on even when traveling are giving impetus to tigekacale deploy-
ment of wireless services. The moment when users will benhiei conditions
to experience th&all the time, everywhere access$dreseen in the view of per-
vasive computing [1] it is not far away. In current and neduffe scenarios,
access to this global Internet is and will be granted by a Sbéterogeneous
wireless technologies, such as Bluetooth, 802.11x wisdteal area networks
(WLANS), WCDMA 3G cellular networks, and satellite networkd, relying
on the use of the IP protocol. The central challenge consigtsoviding the
mobile user withseamless connectivity respectful of her/his expectations
terms of received QoS and charged coskgamless connectivity means that
terminal mobility is transparent to the user in terms of IPrectivity. The
mobile terminal (MT) can change its point of attachment ®rletwork while
still being reachable with the same IP address and withautiing in the dis-
ruption of the ongoing communications: while moving, (@)oection with
new network access points (APs) must be dealt with autoaiBtiand trans-
parently, and correct routing of the IP datagrams must bereds In case
of high mobility and/or demanding applications, this midpet a task hard to
accomplish meeting user’s expectations. Duringhhadoverfrom one net-
work connection point to another, service provisioning Imigcur in signif-
icant interruptions and delays, such that the user migh¢m®spce undesired
oscillations and breaks in the received QoS.

So far a number of works have addressed the different aspeotsbility
management and seamless handovers. The large majority pfdposed solu-
tions are all based on the use, or are extensiondalfjle IP[2, 3, 4], which is
a network layer protocol designed to add mobility managedroapabilities to
the basic IP. However, in spite of its popularity, Mobile iilaelated solutions
inherently present a number of flaws, limitations, and pcatproblems. For
instance, Mobile IPv4 generates a significant per packeheal, it has seri-
ous problems with firewalls, onward and backward packetsatkmv different
routes creating problems to the TCP, it needs specializaplostito implement
optimized handovers within the same administrative doiaiits basic form
it cannot deal with handovers between access points eqlipipie different ra-
dio technologies (e.g., GPRS and WiFi), etc.. Mobile IPuéwdtes some of
these problems but the full deployment of IPv6 is still faorfr being a reality.
Similarly, alternative solutions based on totally new poutis at the transport
or network layers need significant changes in the currentementations of
the TCP/IP stack, such as they cannot be immediately deplmy¢he Internet.
On the other handgpplication layersolutions like theSession Initiation Pro-
tocol (SIP)[5] are from a practical point of view way more interestingcs
they do not require any modification of current standardsh ss they can be
immediately put to work on the global Internet. Moreovermplagtion layer
solutions can act as middleware, with the propertyt of dyicahy taking into
account applications’ QoS requirements as well as useemmetes. This is not
feasible with approaches at the lower layers, since theingitally miss the
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fundamental ability to match user needs and expectatiotistiag ever chang-
ing characteristics of the wireless environment she/hetésécting with while
moving.

In this paper we presem¥/iOptiMo, an integrated application layer solu-
tion for mobility management and seamless handovers abeissogeneous
IP networks. More specifically, WiOptiMo is designed to:f(illy support user
mobility across wired and wireless networks equipped witfieient technolo-
gies by providing seamless and persistent connectivijypffier to the user
both fully automatic and semi-automatic/assisted wayshtwose among the
different available network accesses according to hepffeferences and QoS
expectations, (iii) avoid unnecessary networking ovedhirarder to optimize
the performance and favor scalability, (iv) run unchangedre majority of
the most popular commercial and network devices.

WiOptiMo has been designed to overcome the main drawbacksewf-
ous work (i.e., Mobile IP and related network layer apprescheviewed in
Section 2), and to be immediately deployable on the Inteanet accessible
to a very large number of users. In practical terms this mézatshe installa-
tion of WiOptiMo components does not require any modifiaatio addition to
the current standard implementations of the TCP/IP prdésieck, nor impose
constraints on the side of the MT in terms of computationalgro operating
system, characteristics of network interface cards (NIGs)n-board radio
technology. We pragmatically followed the approach to giesi middleware
that rely only onexisting technologies, deployed standards, lightweightie
lations, and minimal network overhea@ihe core of WiOptiMo’s architecture
is empowered by the active and passivess-layer monitoringf variables of
interest, and by the use afitonomiccomponents to provide transparent adap-
tivity and basic self-tuning and self-configuration cafitibs.

Different variants of WiOptiMo have been presented in thst j;raa num-
ber of conferences [6, 7, 8, 9]. Here we report a more compledeup-to-date
description of the system and we also include some new, Uispeld, experi-
mental results from real-world scenarios.

The rest of the paper is organized as follows. Section 2 andubsec-
tions introduce some basic definitions and contain an oseref current liter-
ature on mobility management and seamless handovers. \Wetsb@eneral
flaws of the solutions proposed so far and provide the raléotmabetter un-
derstand some of the minimalist but pragmatic choices &dojpt the design
of WiOptiMo. Section 3 and all its subsections are devotethéodescription
of WiOptiMo and of its components. Section 4 and its two saheas discuss
respectively the advantages of WiOptiMo with respect tep#olutions (e.g.,
Mobile IP) and the constraints and limitations for its preatuse. Section 5
reports results for real-world experiments concerning suess of efficiency
(overhead) and efficacy (timed and robust handovers) of e, as well
as measures to evaluate the possible use of techniquesdraaetive probing
packets to estimate the traffic load. Finally, Section 6 ples’ some conclusive
remarks and highlights future work.
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2. BASIC DEFINITIONS, MAIN CHALLENGES, AND RELATED WORK

Mobility management protocols and functions aim to supgoetnotions of
reachability and seamless handover in mobile environmem¢sminal han-
dover between two network access points can happen witlirsdéime ad-
ministrative domain rficro-mobility) or between different domainsn@cro-
mobility), as well as between access points using equivalent rachmaéo-
gies horizontal handoveéror different radio technologiesértical handovey.
Most of the proposed schemes for mobility management fohbosommon
general pattern: movement detection at layer 3 or belowcteh of next at-
tachment point, discovery and configuration of new IP addreignaling to
redirect incoming data packets. An efficient solution is that provides trans-
parency and low handover latencies, is robust with respeatvtide range of
situations, scales well, minimizes user’s costs and resousage, guarantees
security, and can be easily deployed given existing prdsoand technolo-
gies. In emerging 4G IP networks, which are inherently raddtmain, multi-
technology, and highly dynamic, reaching these objectivescomplex task.
Mobility management protocols and decisions have to reaaht/or take into
account a variety of conflicting events/issues such as ue& &pectations,
locally available network resources and services, paj@ecurity constraints,
monetary costs, etc..

In the following of this section we review some of the most artant so-
lutions proposed for mobility management. We first dischgsgeneral char-
acteristics of popular protocols for mobility managemesnich as Mobile IP,
mainly pointing out their inherent flaws. Then, in Subsatfa?, we focus the
discussion on the solutions devised to optimize the speasiiects of move-
ment detection and network selection during handover timgjrout the limits
for their deployment in practice. The structure of the déston mirrors that of
WiOptiMo, which consists of a general architecture to deishwnobility and
reachability (the CNAPT and SNAPT components), and of sjpqmiocedures
to implement fast and optimized handovers inside these oops.

2.1. Macro-mobility and Micro-mobility Protocols

The vast majority of the proposed solutions for mobility ragement are
based on the use dobile IP [2, 3, 4]. Mobile IP is a network layer protocol
that builds on the existing IP to provide global reachapilind to make the
handover transparent to the layers above the IP layer fdr imde of the node
(client or server). Hiding the change of the IP address whemrtobile host is
moving between IP subnets is needed to keep TCP connectioas Mobile
IP provides the mobile node with two IP addresses. One oéthddresses is its
static IP address (home address), which uniquely identliesiode, whereas
the second is a dynamic IP care-of address, which providesmation about
its current point of attachment to the Internet. The assimnof the two ad-
dresses allows the IP data packets to be rerouted to thentatdress of the
mobile node. Mobile IP provides signaling procedures fgistering the care-
of address with a Home Agent, guaranteeing constant redithallobile IP
presents slightly different characteristics accordindpeunderlying IP version
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in use. Limiting the discussion to Mobile IPv4 (since Mobiv6 has still a
long way before it could be widely deployed due to the trenoeiscdelays in
the deployment of IPv6), the basic actions of Mobile IP carsbamarized
as: (a) use of a discovery procedure from the mobile tern{mal, periodic
sending of ICMP packets) to identify home and foreign agdb)simplemen-
tation of an authenticated registration protocol to infdh@ home agent of the
care-of address, (c) use of encapsulation and tunnelingrteafd datagrams
from the home address to the address in the foreign netwoits basic form,
Mobile IP presents serious problems in terms of performamzescalability
(in both of its versions, even if the extended address spaddhe additional
functionalities of IPv6 alleviates some of these drawbackfie most known
of these problems are: (i) triangular routing [10], whichthe phenomenon
that a packet to a mobile host travels via the home agent wherpacket from
the mobile host is routed directly to the destination, idtrcing routing ineffi-
ciency and creating difficulties for the TCP; (ii) excessbxerhead generated
by packet encapsulation (IP in IP encapsulation is abouty28shj11], that
can also result in IP packet fragmentation) and establighmwienew tunnels
to forward datagrams from the home address to the care-oéssid(iii) high
overhead and long latencies for the handover, which aredaitreetprocedures
of foreign agent discovery and registration of the careddfrass with the home
agent, and which adversely affect TCP/IP connections [h@d]raake Mobile
IP unsuitable for micro-mobility [13]; (iv) packet dropmrby firewalls and
ingress routers which get confused by the use of IP addredsel seem ei-
ther to originate behind the firewall or not being destineadlie local network,
(v) need for a permanent home IP address and home agentesenwiich is
usually not the case for non-business users. Some of thebéeprs can be
partially overcome, but at a price (e.g., see [10]), whiledthers possible so-
lutions are still under analysis. See also [14] for an extenanalysis on the
impact of the use of Mobile IP on both network and transpoyetgperfor-
mance.

To the problems just discussed we have to add also the fadi¢heg a net-
work layer solution, Mobile IP acts blindly at applicaticaykr, where on the
other hand the utilization of the highest available bandwithst handover, and
low latency, are essential. The importance of an applinagivare approach to
future wireless access provisioning is well detailed i [#hich reports an ex-
tensive study of the correlation between applicationdldwveughput and phys-
ical layer propagation properties. Furthermore, in theentrmulti-provider
scenario, with the growing deployment of hot spots in pupleces and the
availability of wireless WANs such as GPRS, EDGE, UMTS, HBDEDMA
1x2000, EV-DO/EV-DV, etc., a user is faced with the posgipibf multi-
homing, that is, direct attachment to multiple networks.r Eoterprises this
solution offers both performance and availability bendfis]. On the other
hand, multi-homing, and, more in general, the possibititgtitch from one
provider/technology to another through the use of muliisalevices or over-
lay networks [17], raises the problems of provider/tecbggl selection ac-
cording to user’s expectations and of seamless executiearti€al handovers.
For instance, while moving between open access WLANSs, imgpttie DHCP
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can be sufficient for reconfiguring at the new site. On the rotlaend, if the
user moves from a WLAN to GPRS the reconfiguration is not autizmisio-
bile IP has not been designed to manage multi-homing andlesawertical
handovers, such that it needs to be complemented by adalipootocols and
components. Finally, in current multi-provider scenartbe need for enabling
mobile users to maintain their transport connections andige permanent
reachability while securely connecting back to their thrgame networks pro-
tected by Virtual Private Networks (VPN) is increasing. Aga&urrent Mobile
IP standards fall short of this promise for the importantooeer segment of
corporate users behind VPN gateways [18], requiring thpsupf additional
protocols [19].

From the short discussion so far it is apparent that in sbitis popularity,
Mobile IP has serious problems in terms of performance aathkiity and
presents several deficiencies, requiring the inclusiordditaonal mechanisms
and the integration with other protocols. A number of sucteesions to the
basic behavior and integration with different protocols ba found in litera-
ture [20, 19]. For instance, several protocols for micrabsitity that rely on
Mobile IP only for macro-mobility have been proposd®@MP, Hierarchical
Mobile IP, Fast Handoff, Proactive Handoff, TeleMIP, HAWATellular 1P,
etc. (see [21, 13] for overviews). All these solutions idiroe additional com-
plexity and require appropriate design/adaptation of timéggols and of their
interactions. Moreover, they all work at the MAC and/or netiwlayers, and
this is their main constraint in terms of scalability andfpenmance. On the
other hand, even if these micro-mobility protocols can bagsMobile IP’s
performance for horizontal handovers, they do not solvethblems that Mo-
bile IP has with respect to vertical handovers since it isdestigned to deal
with technology access switching. This is a problem comnoomest of the
existing mobility management protocols. Working soluidrom telecommu-
nication companies (e.g., see [22, 23, 24]) rely on Mobijeslieh that they are
all conditioned by the highlighted limitations of Mobile Bhd had to imple-
ment and manage all the coordination issues of the protéailitionally, they
had to include a lot of low-level components to make the wisgktem work-
ing with supported operating systems and radio technaogikis also means
that any change in network standards or the introductioreaf technologies
requires substantial updating of the system. Clearly, ith&s deprecate sit-
uation. An improvement will result from the completion okthpecifications
contained in the IEEE 802.21 standard, which will suppaybethms enabling
seamless vertical handover.

A general way to improve over the network layer approach obiiéolP
consists in introducing mobility awareness on a higheriayere it can be
possible to make use of knowledge about traffic and currestt edgoectations
to issue optimized roaming decisions. This is for instameeway followed
with the popularSession Initiation Protocol (SIRb], which is an application
layer protocol originally designed for establishing anarteg down real-time
multimedia sessions but that can also support terminasopet, session, and
service mobility. Application-layer mobility can be depexl much easier than
Mobile IP since it does not require changes to the operatiatem of the par-
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ticipants nodes nor the installation of home agents on theshi&P or dynamic
DNS updates. SIP’s main drawback consists in the fact thigd lmasic form it
is not really suitable for TCP-based applications but onlyréal-time interac-
tive and streaming traffic based on RTP/UDP (but for thisstdsapplications
it can be very effective and fast intra-domain handoversbeaobtained incur-
ring only in minimal packet losses [25]).

Several solutions act at the transport layer and are basetbdifications
of the basic TCP behaviol CP Migrate[26] is an example of such a way of
proceeding. The TCP is modified on both the mobile and cooradgnt nodes
such that it can deal with changes in the IP address duringr@ention. Using
DNS, the correspondent node learns the current addrese &fith with the
DNS being updated every time the terminal moves. Apart frbmderious
drawback of requiring modification of the TCP (drawback coonnalso to
most of other proposals working at the transport layer), Migrate can only
handle client-server applications but not peer-to-peeson

A totally different way to mobility management consists iccapting to
revise the current Internet architecture to let it refleetribw challenges posed
by terminal mobility and heterogeneity. This is the casehaflhternet In-
direction Infrastructure (i3)27], which proposes an architecture that offers a
communication abstraction based on rendez-vous pointsaverlay network.
Packet sending and receiving are kept separate at the rendepoints: pack-
ets are associated to identifiers rather than sent to a déstimmddress. The
receiver makes use of the identifier to get the packet delilzernside this
framework theRobust Overlay Architecture for Mobility (ROANB8] is built
at the application layer without any modification to the TIPREgacy stack.
From simulation results the approach seems quite effeatiderobust.

2.2. Techniques for Handover Optimization

Let us first introduce some terminology. The handover of tiobite terminal
is saidnetwork executed it is totally under the control of the network (e.g.,
as it is the case between UMTS/GSM/GPRS ceN&bile executed handover
is the case in which the handover decision is autonomoukgntay the MT.
This is the modality prescribed by the currently deployed.8@ standard for
WLANSs and this is also the main focus of this work. The handmaser be
eithersoft(or alternative when it is executed for the sole purposenptimiza-
tion of the connection cost or QoS, bard (also termedmperativg, when it
is executed due to imminent or present loss of connectivity.

The handover process can be in practice decomposed in timegdnal
components (e.g., see [29]): @andover Initiation (i) Network Selection
and (iii) Handover Execution Handover Initiation consists of tharoactive
monitoring of the current connection and/or of possible alternativenec-
tions in order to: (i) effectivelyanticipateor explicitly deal with imperative
handovers, or (ii) trigger alternative handovers in oraeotimizecosts and
performance. In our case, tt&earchand Check Activitiesof WiOptiMo’s
CNAPT components (see Section 3) both participate to thedblar Initia-
tion process, which is however mostly focused on the treatmiimperative
handovers. Network Selection comprises the procedureddotshe new con-
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nection point according to the current network context eset’s requirements.
That is, according to decision metrics like quality of thgreil, coverage, ac-
cess technology, monetary cost, bandwidth, reliabiligcusity, traffic load,

etc.. Information about these metrics can be gatheredrgitbactively and/or

reactively. In our case, Network Selection is supportechigyresults provided
by the Search Activity. Handover Execution stands for the@gprocedures to
be executed for the authentication and reassociation dfffheThis pertains

to WiOptiMo’'s CNAPT/SNAPT switching procedure.

All the activities involved in the handover can have a majopact on the
overall handover latency, and, consequently, on the Qo&jyed by the user.
It is apparent that in order to effectively trigger a handoaed take an opti-
mized decision in terms of network selection, it is impottamcollect fresh
and reliable information about the ongoing communicatiand the charac-
teristics of the different candidate networks. This can thectvely realized
throughcross-layer monitoringf the communications status. Layers 1 and 2
can give information on the quality of the connection in temfisignal, errors,
losses, and collisions. Layer 3 can report about the existand the quality
of the routing path toward the destination. Layer 4 and upperprovide im-
portant information concerning local and end-to-end tddfad. It is clear that
gathering such a collection of multidimensional inforroatcannot be realized
effectively by the mobile terminal alone. A certain levelisformation hand-
shaking between the network APs and the MT is required. Nleslerss, at the
moment of writing, the current 802.11x standards do notuielmuch help
and feedback from and between the APs and the MT in the peaigpet sup-
porting timed and optimized decisions. The situation is enaden worse by
the fact that widely used commercial drivers for 802.11 mekinterface cards
(e.g., Windows’ NDIS drivers) do not give standard accegsotentially use-
ful variables (e.g., MAC'’s network allocation vector, dissed later), nor the
implementation of current 802.11 standards shows comsibthavior across
the different commercial devices [30]. As a result of thisiaiion, the most
effective proposals for handover optimization reportetiterature are mostly
ad hoc solutions that to be widely deployed would requiraifigant changes
in standard protocols and drivers. A different way of pratieg is that we
followed with WiOptiMo, renouncing to change the standaadd/or adapting
the single drivers. We trade a bit of efficacy for the posgibibf an actual
extensive deploymentow given the current characteristics of implemented
standards and commercial devices.

2.3. Overview of Solutions for Handover Initiation and Network Selection

The basic challenges for a handover decision systems tainsisder of pri-
ority, in therobust anticipationof the interruption of the current connection
and in theoptimized selectionf the new connection according to thetwork
context Building-up on previous work for handover in GSM networtkee ma-
jority of the approaches for horizontal handover (whichénmainly considered
WLANS) try to anticipate connection interruption relying threshold-based
schemesincluding hysteresis marging31] anddwell timers to enhance their
robustness (e.g., see [32]). Thatis, a new AP is selecteid ierified that for a
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certain dwell timeA 4, both the quality..,,- of the current connection and that
of the alternative ARy,,..,, are respectively below and over assigned threshold
values:geyrr < A, andgnew > Ap. WhereAy, is such thath, = A, + 6y,
with d;, playing the role of hysteresis margin. If more alternatiass present,
the one with best estimated quality is selected. The quafiyconnection can
be expressed by means of any desired combination of metteted to physi-
cal layer measures of the quality of the received signal/arnd upper layers
measures of the available throughput. It is common pratbicestrict the use
to measures of signal strength and/or signal-to-noise odtihe received sig-
nal, and to measures of packet losses (e.g., Bit Error RE&R)JBand Frame
Error Count (FEC)). Unfortunately all these measures dreriently noisy and
show important fluctuations in space and time [33, 34], sicthay are of-
ten filtered and/or used together with trend measures [Jan3@der to add
robustness to the mentioned threshold mechanisms. An hantoexecuted
only if the new AP seems to provide better connection qualitgr some ro-
bust stability period, avoiding in this way to overreactemporary falls of the
signal and avoiding ping-pong effectThat is, repeatedly switching from one
AP to another when the MT crosses the overlapping edges otéNs and
the signal from the connected AP shows significant fluctnaticConsidering
that each AP switch involves time-consumiagthenticationand reassocia-
tion procedures [37], it is very important to avoid unnecessaydovers by
assigning carefully the values of all the involved paramsetend thresholds.
The problem is that in principle these values should be naatly adaptedto
the changing speed of the MT [38] and load status of the APwéader, given
currently implemented standards, it is very hard for the MTdérive sound
estimates of the AP load status (or, equivalently, of aléaldhroughput and
end-to-end delay). At this aim, the majority of the appraeechre based on the
assumption of the knowledge of the 802.11 MA®stwork Allocation Vector
(NAV), whose total occupation over a time window reflects sy status of
the wireless channel (i.e., the occupied bandwidth) [3548% Unfortunately,
NAV information is hardly returned by standard NIC driveligel Windows's
NDIS driver. Therefore, its use should be ruled out for pgcatt commercial
implementations. This means that at the moment, when niléipernative
networks are available, it is not possible at network seladime to rely on
load information to take a possibly optimized decision iis tiespect.

Also in the case of vertical handover, similar thresholddzbschemes have
been adopted in the majority of the studies. However, sonpaitant differ-
ences exist with respect to horizontal handover in WLANS. Jigeals from
the two different types of networks are not anymore directignparable, such
that it is necessary to adopt independent threshaldsind A, to assess the
quality of the different connections. On the other handngisiual-mode or
multiple NICs, it is possible to monitor alternative contiec points while
keeping using the current network connection (at the exggeoton-board en-
ergy consumption). This can facilitate data collectionrfioust and well-timed
handover decisions. Due to the bandwidth and coverageetiffes existing
between WLANs and WWANSs, as rule of thumb most of the decisitieses
tend to always favor WLAN to WWAN handoveragward linkhandovers) in
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case of low speed mobility, while tend to favor WWAN to WLAN hawvers
(backward linkhandovers) for high speed mobility. Often, load/bandwidth
formation is not even took into account, relying on the faett WLANSs band-
width outperforms WWANs bandwidth even under quite high ®adch that
it is always preferable to switch to a WLAN (see [41] for an argunt against
this strategy) in these cases.

2.4. The New Possibilities Open by Forthcoming 802.11x Stdards

The activities of the 802.11r, 802.11k, 802.11e and 802EHHE working
groups are a joint effort to overcome the major problemsragisluring the
handover process, and to pave the way toward seamless tynahitl wire-
less IP telephony and multimedia streaming. The protocwighdrafted by
the 802.11r group is expected to dramatically reduce hotadiandover la-
tencies in WLANSs. According to 802.11r, the MT will have thespibility to
use the current AP to communicate with other APs in ranges Wi allow
the MT to get from candidate APs all the information necessatake timed
and optimized decisions, as well as to set up a security arl spate at the
new AP before making the transition, providing in this wayamnwsmoother
and faster completion of the handovers. The specificatibtisecfuture stan-
dard IEEE 802.11r will be complemented by those of the IEEE BK. In
fact, in current WLANs MTs cannot rely on any feedback (e.gad status)
from the APs. This fact puts strong limitations on the actyatimization of
mobile executed handovers. The standard 802.11k will pecdefine what
information in terms of radio measurement can be exchangddre related
transmission protocols. Finally, the activities of the 802 are addressed at
enabling QoS while the already mentioned 802.21 consitterthibrn issue of
vertical handovers.

3. WIOPTIMO: APPLICATION LAYER SOLUTION FOR SEAMLESS
MOBILITY

WiOptiMo [6, 7, 8, 9] is an application layer solution for seamless irob
ity across heterogeneous networks/providers. It aimsatwsparently provide
persistent connectivity to users moving across differdérecvand wireless net-
works. WiOptiMo’s design is entirely based on the use of ently deployed
network protocols and drivers. It does not require any adrhodification or
adaptation in current 802.x standards, even if it can béyeadapted to accom-
modate and exploit their future improvements (discusse8lubsection 2.4).
Moreover, it has been designed to have minimal impact on @ad &nd, con-
sequently, on on-board energy consumption. All these desigiracteristics
make WiOptiMo immediately deployable at a large scale owsrde range of
mobile devices, and it has been patented [42] preciselyrtonercially exploit
these facts.

The system is designed for network applications based odli#m@-server
model. Hereafter, we will consider this model, unless e indicated oth-
erwise. However, as it is discussed later, the extensiopder-to-peer models
is straightforward, as it is inherent in the architecturdésign. In most of
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client-server scenarios, the client is located on the reafilde and the server
is in the fixed network. While this is not a requirement for Wi, without
loss of generality hereafter we assume this configuratioobiliy manage-
ment and seamless handover are realized by two applicatjen inodules, the
Client Network Address and Port Translator (CNARIAd theServer Network
Address and Port Translator (SNART)he CNAPT and the SNAPT collec-
tively act as aniddlewarethat interfaces the communication between the client
and the server applications hiding the mobility to them. ylimake the client to
believe it is running either on the same host where the s&aron a host di-
rectly connected to the server in a stable way. The CNAPT edndialled on
the same host as the client application or on a differentindbe same mobile
network. E.g., for a group of people, as a team of consul@ngiditors that
require mobility while working together, the CNAPT can bestalled on only
one of the available mobile devices and the whole team cae sha seamless
handover functionality provided by it. Equivalently, th&lAPT application
can be installed on the same host of the server application, different one
belonging to the same network, or on any Internet server, (@.@ corporate
front-end server, in the home PC, or in any Internet node oterd). Thanks
to this flexibility, the mobility of multiple users can be tdiad either using
a star topology with central servers managed by telecommunication compa-
nies or ISPs and providing large computational capalslitied bandwidth, or
using adistributed topologyin which every user manages its own mobility
by installing the SNAPT in accessible nodes, saving in tesfrtsansmission
costs and with the freedom to make at any time the most coewtnhoice.
WiOptiMo’s architecture does not suffer from Mobile IP'soptems of en-
capsulation, redirection and signaling. Not a single byitdaia is added to
the original payload, as no encapsulation is used and nelimgns required.
This not only does not increase data transmission costsldntsolves the IP
fragmentation problem that may arise in case of encapeulafilarge packets,
which can dramatically reduce wireless connection thrpugh

WiOptiMo’s CNAPT component provides the user with seamiemwice
continuity while she/he moves across different networlsetan possibly dif-
ferent radio technologies. Compatibly with available ratwresources, the
handover is realized in an automatic or semi-automatic wigtyowt interrupt-
ing active ongoing communications and completely avoidingninimizing
user intervention. The system relies on betift and hard handoversalso
termed here respectivebxpectedand unexpected switchesSoft handovers
are meant for both optimization purposes (e.g., a netwottk asbetter tradeoff
between costs and performance than the current one happbesn range),
and to anticipate possible interruptions in the currentneation (e.g., signal
strength is dramatically decreasing and/or frame lossemareasing). On the
other hand, hard handovers have to be executed when thareurseapected
interruption in the connection (e.g., a large obstacle ddsualy shielding the
signal). In this case, if no alternative available netwaake in range, the sys-
tem freezes the application and periodically keeps madniathe radio envi-
ronment, reestablishing the connection and reactivatiegapplication when
possible compatibly the application’s timeout.
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WiOptiMo’s behavior is summarized in the diagram of Figurd-flom this
figure it is evident that, by decoupling the traditional oliserver application
from the network connection, WiOptiMo acts as a distribupedxy. Thus,
for example, it is possible to use networks like IPV6, ATM;.ebetween the
CNAPT and the SNAPT, and continue to use IPv4 for the apjdinatides.

Client CNAPT SNAPT Server
Application Application Application Application

Transport Layer |1m | Payload ” |1m 1P-ylnnﬂ U | TH2 l Payload U lmz | Payload U |m: | Payload U |1m | Payload U

Network Layer |||m |m1 | Payload ” ||m1 |m1 ‘ Payload |J|NH2 | TH2 { Payload |J |m|z ['mz | Payload U |||m |'m3 | Payload U |I|H3 |1HJ | Payload |J

Datalinklayer _______ I ___________ [, e oo 1‘ _____
|

I

R N
| SNAPTIServer t

CNAPTISNAPT socKet pplication socket

[Client applicatiory] \ B | mtemet~ |
CNAPT socket Intranet
FIGURE 1

CNAPT and SNAPT components. The traditional single sockewden Client and Server ap-
plications is substituted by three sockets: (1) a localgbét) socket between the Client and the
CNAPT (Client application/CNAPT socket(2) an (unreliable) socket between the CNAPT and
the SNAPT CNAPT/SNAPT socKet(3) a (reliable) socket between the SNAPT and the Server
application GNAPT/Server application socket

3.1. The Client Network Address and Port Translator (CNAPT)

The CNAPT (Figure 2) is a software application that at theeséime plays

Mobile Device

Client Seryices
server sockets

Server Request

Client Application Emulation Socket
Server Service! )
|.,,7'7:.T;.mf‘\\cl.ﬁ. loopback ClientService1
sockets E(:‘Hm\ dide
loopback ServerS loopback RandomPort
/Emm side

CNAPT
Client Services _ ) Client Request
Emulator server CurrentlP: ClientService1 Emulator CurrentIP: RandomPort cent Reques
sockets T Emulation Socket
Network Adapters

FIGURE 2
WiOptiMo’s CNAPT component and its interactions with theeali applications.

the role of servers on the client side and that of clients terivet side. Figure 2
refers to the case where CNAPT and client application atalled on the same
device. In general, they can simply be installed on the saotgElennetwork.
When the CNAPT and the client application run on the same madhiey
use the loopback address to communicate to each other. Byigheir com-
munication is not affected by the mobility of the device. &atfany traffic that
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an application sends on the loopback interface is addreesdbd same device
independently from the status of the network adapters. Uhriet the loop-
back network has the CIDR address of 127.0.0.0/8. The mostmmnly used
IP address on the loopback network is 127.0.0.1 for IPv4 dnfdbr IPv6. The
standard domain name for this address is “localhost”. A aa interface is
a type of “circuitless IP address” or “virtual IP” address,the IP address is
not associated with any one particular interface (or ciyaun the device.

The CNAPT emulates the client and the server applicatiomsn\ber by
providing different sockets to handle the different sitoas.

e A server socket on the client side for each service the ctiantrequest
via Internet. This server socket listens on the real semeiice port. It
is termed Server Service Emulator Server Socket (SSESS).

e A client request emulation socket on the Internet side faheservice
request sent via the Internet. This socket is bound to thewrutP ad-
dress of the node and relays packets to the right SSESS prbhidthe
SNAPT.

o A server socket on the Internet side for each client setvithis socket
listens on the client service emulator port. This port igedént from the
client service real port in order to avoid a bind error if thRAPT is
installed on the same machine as the client. The socketneteClient
Service Emulator Server Socket (CSESS).

e A server request emulation socket on the client side for efieht ser-
vice request. This socket relays packets to the real clemwice server
socket.

The CNAPT can be installed either on the same machine of thetcbr
on another mobile host that could act as a connectivity bde ttbmanage a
high number of network access technologies and which igdiri& the original
mobile client through a broadband IP connection. In thigctee user sets up
his/her mobile personal area network with access switcbamabilities. The
CNAPT can emulate simultaneously and in parallel more thenserver and
can be used by more than one client.

3.2. The Server Network Address and Port Translator (SNAPT)

The SNAPT (Figure 3) is a software application that at theestime emulates
the client on the server side and the server on the Interdet Hiprovides the
following sockets:

e A server socket on the Internet side for each server serVics. server
socket listens on the server service emulator port (the SEHRis port
is different from the server service real port in order toidwbind error
if the SNAPT is installed on the same machine as the server.

1The client provides a set of services that can be used by tiversir Publish/Subscribe
communication models which are particularly relevant for gegueer networks.
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¢ A client request emulation socket on the server side for sacber ser-
vice request. This socket relays packets to the real seseicer socket.

e A server socket on the server side for each client services Jérver
socket listens on the real client service port (the CSESI®.client ser-
vice emulator server sockets are grouped by a CNAPT ID. #y tise
the same port they are bound to different virtual IP addessavoid
binding errors.

e A server request emulation socket on the Internet side foh eient
service request. This socket relays packets to the rightSSSovided
by the corresponding CNAPT ID.

e Aninterceptor server socket on the Internet side. Itis biyettie CNAPT
to communicate to the SNAPT the request to dynamically mitte a
server service.

e A control server socket on the Internet side which is usedhbYGNAPT
to communicate with the SNAPT. This connection is used tosimat
handshaking packets during the changing of IP address amytitaize
the interaction between the client and the server.

Server suﬂ\ Server
server sockets ]

Server Application

S

erverlP: ServerServiceA DerviceB ServerlP: ServerServiceN

9

Client Request

Emulation Socket

Virtual IP1 Virtual IPn

irtual IP1: CI\entS— irtual IPn: CI\entS
’{ Server side

SNAPT
Server Services ] Internetside
Emulator server CurrentlP: ClientService1 Emulator _a ServerlP: RandomPortQ®<ServerIP: IPort >CyrrentlP: RandomPort
sockets
— — —
Network Adapters Interceptor server Control server
Server Request socket socket
Emulation Socket

loopback: RandomPortp)

FIGURE 3
WiOptiMo’s SNAPT component and its interactions with theveempplications.

The SNAPT can emulate simultaneously and in parallel moaa tne
client request, and it can be used by more than one servean Ibe installed
anywhere on the Internet. In particular, it can be instatiedhe same host of
the server, or on an additional host placed in the same nktefahe server
or in a different network. Figure 4 shows the case of one tliennected to
multiple servers through one SNAPT, which can be instalfedriy Internet
node.

3.3. Use of CNAPT and SNAPT for Mobility Management

During regular communication phases (i.e., outside of ambeer phase),
when a client wants to communicate with a remote server, &RI compo-
nent processes the client requests and relays them to th@ BM¥at manages
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WiOptiMo Server

Mobile Host EDGE

FIGURE 4
Example of one client CNAPT that makes use of multi-radio to gehected to several servers on
the Internet through one SNAPT.

the server. CNAPT's intervention is totally transparernti® client, which acts
as it is communicating with the server in the usual way. Omikéeg client
requests, the SNAPT processes them and, on its turn, rélags to the cor-
responding servers. The server response path mirrorsidre ckquest path.
If the client's mobile device is equipped with multi-radisiich as a GPRS,
EDGE, UMTS modem, and an independent WiFi adapter or seiratapen-
dent WiFi adapters, the client can hold simultaneously iplelthetwork con-
nections. In any case, through WiOptiMo, the client and tbeasponding
remote server exchange data via Internet using exactly etveork connec-
tion at a time.

During a handover phase, the CNAPT and the SNAPT perfornhaltée-
quired actions for accessing and switching to the new ssdezxtnnection in a
transparent way. The application’s data flow is interrugethe level of the
CNAPT, that stops forwarding the outgoing IP packets gardray the client.
On its side, the SNAPT stops forwarding all the outgoing pé&Ekenerated by
the server. The packets already stored in the transmissiffer® of both the
CNAPT/SNAPT sockets will be forwarded respectively to tiNAPT/CNAPT
after the completion of the handover.

The TCP window mechanisror flow control is exploited to pause the
application, on docal connection, when no global connection is available.
This way of using the TCP and itsuffer spaceavoids the needs to allo-
cate extra buffer space (potentially large in case of sévarming applica-
tions) for the outgoing packets during the handover. The afseuffering
is common in network layer approaches like Mobile IP to avogses dur-
ing the handover. However, it requires extra resources amed dot result
in high performances since the applications end up stoppimgn the TCP
window of the socket becomes full, waiting for acknowledgisefrom the
remote end. Moreover, acting at network layer and usingebinff has a di-
rect impact upon the end-to-end TCP connection paramegays (etransmis-
sion timeout) and can seriously degrade the performancaeogpplication
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after the handover (see also the results reported in [14pt€hd]). On the
other hand, for the duration of the handover, WiOptiMo onlggends the
local TCP connections. It acts on the local connections betweerclint

and the CNAPT and between the SNAPT and the server. The nealtee
end-to-end connection CNAPT/SNAPT is kept hidden to thentliand to
the server. The client/server socket is replaced at thacapioin layer by a
client/CNAPT socket, a CNAPT/SNAPT socket, and a SNAPTsesocket.
With the client/CNAPT and the SNAPT/server sockets, WiBlgtdoes not re-
quire any application buffer since it can use the buffersigied by the TCP/IP
implementation. For the CNAPT/SNAPT socket, WiOptiMo alites an ap-
plication buffer to protect the data that are present inraagmission buffer
and that can get lost during a hard handover. The dimensithiapplica-

tion buffer is equal to or greater than the TCP congestiordain Therefore,
differently from network layer approaches, no buffer spaiter the minimal,
standard one, is allocated for the sockets.

3.4. Cross-layering and Autonomic Design for CNAPT's Handwer Initi-
ation and Network Selection

The CNAPT application acts as an application relay systemalso aims at
providing persistent and optimized Internet connectivithe CNAPT imple-
ments a handover decision process which consists of twoucent compo-
nents: theSearch Activityfor soft handovers, which proactively searches for
new network providers and connectivity, and thieeck Activityfor hard han-
dovers, which continuously monitors reliability and penfiance of the current
Internet connection. In addition to these two automaticdoaers, at any time
the user can also manually ask to switch to another avaitedti®ork connec-
tion. For instance, this can be useful when the user wantsecauspecific
network that would not be selected otherwise.

The Search Activity periodically searches for availabléwwek connec-
tions. The handover to a new network can be triggered in eitre@nual or
automatic mode. In manual mode, when the Search Activitysfatdeast one
network that could provide an Internet connection bettantthe current one
(based on the parameters input by the user), it asks the usther she/he
wants to execute the handover. In automatic mode, the Séatolity auto-
matically decides to execute or not the handover on the bésiset of prefer-
ences assigned by the user. However, it might still need sm®aeinteraction
in case of a connection requiring user authentication spiiter the handover
has been performed, the user can choose to keep the olddhtenmection,
otherwise this will be closed in order to reduce power cornsion.

Similarly to the Search Activity, also the Check Activityilfmvs a periodic
activation scheme. It verifies reliability and performan€éhe current connec-
tion every second. If the defined reliability or performanuaexes go below a
critical threshold (possibly set by the user), or the curratwork connection
is actually experiencing an interruption, the Check Atyitries to switch to
a new network provider or to set up a new Internet connectiom fthe same
provider if the signal is back (i.e., it was only a temporarglgem, like when
crossing a small uncovered area during a UMTS connectidmjo available
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network connections are found, the Check Activity notifies tiser about the
situation and changes its operational modé&uaneling modewhich consists
of a continuous search for an available network connectiwhen it eventu-
ally finds it, the connection is re-established and the Cheatiity goes back
to its normal operational mode. After the handover has besfopned, the
user can still choose to close the old Internet connectfdhijs still alive, in
order to reduce power consumption. As discussed in morergleieems also
in Section 2.3, the main challenges for the Check Activitysist in therobust
anticipationof the interruption of the current connection and in tptimized
selectionof the new connection according to thetwork contex{which is a
particularly difficult task in the case of vertical handm)er

To face the complexity and the dynamic and stochastic asjrcinsic to
the task at hand, we had no choice but to adopt for both the lCéued the
Search Activity a design based e@moss-layering[43] and autonomiccom-
ponents [44]. The need for using cross-layer informatiothia context has
been discussed in Section 2.2, where we also reported adlateéd literature.
On the other hand, the characteristics of flexibility, astw®bty, continuity,
and transparency that are expected to be delivered by arsysteseamless
mobility, are intrinsic to the paradigm of autonomic conipgt Seamless in-
ternetwork roaming is a very complex task that requiresysipparently to the
user, proactive (cross-layer) monitoring of the systenfiquarance and behav-
ior for continual adaptation and self-optimization of imtal thresholds and
decision policies. Both the Check Activity and the Searchivity have been
designed according to this combination of cross-layering autonomic ap-
proach. However, so far we mostly focused on the optiminatiothe Check
Activity, which is more critical since it deals with hard tdovers. The func-
tional components of a CNAPT module are illustrated in Fégbr Cross-
layering monitoringperforms active and passive monitoring activities at the
different layers. In particular, the Check Activity inclesi both passive moni-
toring at the physical and data link layer and active momitpat the network
and application layers. Thdser Interaction Modulegets user feedback for
the selected handovers and allows the user to input herwaferpnces pro-
file through an intuitive interface. Th®ptimization Modules intended for
self-optimizatiorandlearning, it will make use of a repository of past expe-
riences to better adapt internal parameters, exploit plessegularities in the
user’s geographic movements (e.g., this can be relatieay with an on-board
GPS), learn automatically about her/his preferencesyelstatistical measures
of trend, etc. (however, most of this is still part of our letegm future work;
similar issues have been investigated, for instance, icdingext of the “Per-
sonal Router” project at MIT [45, 46]).

3.4.1. The Check Activity in Detail: Cross-layering at Work

The Check Activity includes both passive monitoring at thggical layer and
passive/active monitoring at the network/applicatiorelayVe use these mea-
sures in cross-validation. In fact, experimental resudee(Section 5) seem
to indicate that the information obtainable at the appitcatayer can fruit-
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FIGURE 5
Functional components in the WiOptiMo CNAPT module.

fully complement the information from the lower layers taide more robust
estimations of the status of a connection link.

In terms ofphysical layer measuresve made several tests with earlier
versions of WiOptiMo to identify the most significant andable measures [8,
47]2 The result was that only measures of received signal stigiR$S) and
frame check sequence (FCS) are trustworthy and consistergsathe different
tested cards. On the other hand, FCS does not really provade on alternative
information with respect to the RSS. Therefore, we decidefd¢us only on
the periodic sampling of raw RSS values in order to keep tmepeational
burden as low as possible and to guarantee high portabflttyecsystem.

On the other hand, we decided not to take into account mamitof poten-
tially usefuldata link variabledike the Frame Error Count or the previously
cited 802.11's NAV, since we observed that not all NICs allowread these
values using standard APIs. Therefore, for sake of poitghite dropped data
link layer monitoring.

Concerningapplication layer monitoringsince WiOptiMo conveys all the
traffic exchanged between the client and the server apilitadn the CNAPT/SNAPT
connection, the CNAPT knows at each time whether traffic isdpexchanged
or not. Therefore, WiOptiMo can easily monitor the connactat the appli-
cation layer. Unfortunately, passive monitoring of all kanged data packets
would be too expensive (especially for light handheld desjc Therefore, we
opted for active application layer monitoring, realizeditjgcting few control
packets in the connection, in the form of ICMP packets, argknbng their
behavior to derive information about status and qualityhef¢onnection.

The flowchart of the actions of the Check Activity is reporiteéigure 3.4.1.

2In the earlier versions of WiOptiMo [6, 7, 8] we did not make wéepplication layer mea-
sures, which we introduced for the first time in [9] to add rdbass to the system without sacri-
ficing neither performance nor portability.
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FIGURE 6
Flowchart of the CNAPT'<Check Activityfunction.

The flowchart shows only the stable core of the behavior,torgithe parts still
under development.

The Check Activity first checks the presence of the IP addi@sthe cur-
rent connectionr(etwork layer chedk If the IP address is present (i.e., from
the operating system point of view, the communication dewiéniport is con-
nected), it checks whether the current connection is a wieegl, Ethernet
LAN, ADSL, Token ring, FDDI) or a wireless one. This is tfiest physical
layer check In case of wired connection, no additional checks are rieske
the wired connections are considered as always good aathletonnections.
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In case of a wireless connection, the Check Activity verifighe connection
is currently in use or not. That is, if there is at least oneliaption or service
that needs to access the wireless charfirst @pplication layer chedk If this
is the case, a number of additional actions are performeeraiipg on the type
of radio device in use. Radio devices are grouped in thresgogdes according
to the level and type of control on the device which is madéavie from the
operating systefn

1. Wireless WAN programmable devic&sPRS, EDGE, UMTS, HSDPA,
and CDMA-1x EV-DO devices providing an APl SDK (e.g., NokiaT1/311
and Sierra Wireless PC cards) that gives the possibilityracty estab-
lish/destroy the wireless connection and control all itapzeters;

2. WiFi devices

3. Wireless WAN Dial-Up Networking (DUN) moden&PRS, EDGE, UMTS,
HSDPA, and CDMA-1x EV-DO devices that can be controlled ority
standard AT commands.

For the third category, once the DUN connection has beerbledtad, it is
not anymore possible, in general, to access the connecitables (e.g., the
signal strength), as the COM port used for the interactidadked by the op-
erating system to provide the WAN connection. Therefore Gheck Activity
cannot perform in this case any further physical check. @nctintrary, for
the other two classes of devices, a check onrdweived signal strengtis
performed §econd physical layer checklIf the RSS is greater than aiti-
cal RSS thresho|dor if it is the case of a modem from group 1, the Check
Activity inspects the presence of active applications ovises using the net-
work (second application layer checkif data are being correctly exchanged,
the current connection is consideredga®d Otherwise, ging checkaction
is started third application layer check The ping check sends three ICMP
ECHO REQUEST packets to a reachable host and starts a timeout timergif it i
not feasible to use ICMP, it establishes three TCP connextiath a reachable
host). If all the three attempts are not echoed within theested timeout, the
connection is considered lost and a handover is requestddally, since it is
expensive in terms of time and cost (e.g., in case of GPRSentioms), the
ping check is not performed at every single run of the Chedlviyg, but with
a frequency modulated by the number of timeouts observeidglprevious
runs. This simple but rather effective strategy is simitethiat adopted in [48],
where the authors show some empirical evidence that theffallconnection
can be robustly assessed after three consecutive frangs (s without con-
sidering any additional metric).

The adopted cross-layer design overall allows robust ametidetection of
broken connections. It turns out to be particularly effextn the case of DUN
modems and WiFi devices. In fact, for DUN modems physical itooing is

SHereafter, without loss of generality, the operating systee explicitly refer to is Windows,
which is by far the most used operating system for personal atngp Accordingly, the driver
for the communications with the network interface card is theddvs NDIS driver.
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not possible. Therefore, the application layer monitoti@gomes an effec-
tive way to bypass this limitation while still proving souddtection of broken
connections. On the other side, it is very common for WiFiides to experi-
ence dramatic fluctuations in the value of variables moedat physical layer.
This is particularly true for RSS values. Sudden drops in R&88es can be
caused by reasons which can be viewed either as permangntie.user has
moved away from the coverage area of the current connection)mr tem-
porary (e.g., a large truck has just passed close to the. Us#rg interruption
is only temporary, such as it lasts for a very short time, dégnitely coun-
terproductive to try to switch to another connection pomsaon as the RSS
signal goes below threshold. Therefore, it is very impdrtarget a clear and
timed understanding of the nature of the interruption. Hut that the different
network cards available on the market show a quite diffebehtavior in case
of a sudden drop in the RSS value (e.g., some of them abrugitths value of
RSS to—200 dBm, while others keep on indicating the RSS value bdfae
drop), makes the whole issue even more complex than neges¥arexperi-
mentally observed (see Section 5) that the adopted crgssdasign avoids to
overreact and/or to react incorrectly to the temporary tlatibns in the value
of variables monitored/reported at the physical layeralt,fthe evidence that
a short train of ICMP packets has experienced a timeout, ooc#ined with
the evidence of a drop in the RSS, provides a robust validatighe fact that
the current link is really down and will not be back in the indiage future.

In principle, the use of ICMP packets as probing packets eaervisaged
to derive also information about the throughput which idlate from the net-
work connection. However, this approach is either unrédiabcomputationally
unfeasible, as it is discussed in Section 5 where we reppedrerental data
concerning this use of ICMP packets.

3.4.2. Autonomic Components

In the previous subsection we have discussed the joint uappication and
physical layer measures to build a robust trigger systerhdadover initiation.
The effectiveness of the system depends on the setting afreders like the
number of generated ICMP packets and the timeout thresftid.challenge
consists in finding the right balance between fast reactidods of connection
and minimization of useless (counterproductive) handovetow long a link
should be down before declaring broken the connection?itikely, longer
is the monitoring period of an apparently broken link, mavered will be the
final assessment about the connection status. On the othéy lbager moni-
toring also means slower reaction times in case of an agthedken connec-
tion. The duration of the observation window we used in threegperiments
(resulting from 3 ICMP packets and2 second timeout) seems to be appro-
priate for walking speeds in indoor environments but theghniturn out to
be inappropriate for outdoor high-speed mobility (e.ge, [88], where a fuzzy
logic scheme is used to adapt the length of an averaging wirfidiothe RSS
values to user’s speed). In more general terms, all the umedneters should
be adapted runtime to the changing scenarios in relatiprisimobility, ongo-
ing applications, user preferences, available connexteamd characteristics of
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on-board radio devices. For instance, since different Ni&@& quite different
sensitivity, the critical RSS threshold needs to be setraling to the specific
characteristics of the on-board hardware, and also théveslenportance given
to physical layer measures should depend on it.

The ultimate target of our work is to make all the adaptataptimization,
and tuning procedures automatic and fully transparentdéautier. So far we
only made some preliminary but important steps in this diioec Since WiOp-
tiMo is intended to run unchanged on the majority of the duegalevices in
commerce, the system canlf-detecthe characteristics of the on-board hard-
ware and take the appropriate action flow. That is, it canrmdjetshing among
the three class of devices (DUN modems, WiFi, and WAN prognaivie de-
vices) and act consequently (see also the flowchart of Figdrd). This fun-
damentakelf-configuratiorfeature allows runtime re-configuration after plug
and play of NICs. Another important autonomic componenardg theself-
tuning of the critical RSS threshold used in both the Check and &eate
tivities to verify connection reliability. The choice of affective value for
this threshold depends on the current context, in termsgufasicharacteris-
tics at the specific location and hardware and software corafigpn. In order
to achieve adaptive context-dependent tuning, the CNAREId) after each
detection of lost connection, if the associated RSS vall@aer than that of
the currently stored RSS threshold value. If this is the cdee CNAPT as-
signs this new (lower) value to the RSS threshold, assurhiaigthis is a more
appropriate value to represent the inferior limit for siesfal communications
at the current location given the current hardware and swéwonfiguration.
This adaptation can be started automatically by the systatenreception of
an event of loss connection, or explicitly by the user after installation of
new hardware to speedup the tuning process. In this caseséndas to move
around for a while in order to gather some minimal amount ¢hda

In the future we plan to empower WiOptiMo with additional aubmic
capabilities. In particular, we want to learn from possitggularities existing
in the user behavior. At this aim, we intend to maintain a s#fpoy of past
experience, in order to predict and anticipate to some e&xteanges in the
environment and in the user activities/mobility. For imste, if an on-board
GPS is available, the system can store and learn geograptapa identifying
good coverage areas together with the characteristicseohéitwork access
points providing the coverage. This might result quite uséind relatively
easy to learn) in the case of users traveling along the saotes@ver and
over. The presence of a GPS could also make relatively eadgrize speed
estimates, which could be used in turn to adapt other pasméke those
regulating the duration of the monitoring of an apparentiykien link before
activating a new handover. Speed estimates could be alsifaisthe tuning
of the handover policy, always preferring WANs over WLANSs ase of high-
speed (on the other hand, without a GPS or other dedicatetivaes, speed
estimates might result either unreliable or computatiyredpensive [49, 50]).

Neverthless, since regularities in the user mobility pag@nd/or the avail-
ability of a GPS module cannot be given for granted, we asshatea certain
degree of user interaction is necessary to optimize systbefiavior in rela-
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tionship to user’s conditions and expectations. At this anprovide an intu-
itive and friendlyuser interfacdo facilitate the input and updating pfofiling
information For instance, through this interface the user can runtiotgyn
the system about her/his speed (e.g., walking, driving)amtent needs (e.g.,
the ongoing download is very urgent, therefore throughpaimization is the
priority rather than cost minimization). The user intedfazan be used also
by WiOptiMo to ask for assistance from the user in case of \@npiguous
situations.

3.5. A Practical Example

Let us explain the overall behavior of WiOptiMo with the udeaccomplete
example. We consider the general case in which the cliertlsilmhost is able
to provide NV different Internet connections throug¥l independent network
adapters, as in the case of Figure 4.

The CNAPT and the SNAPT are installed respectively on theedamst of
the client and of the server. The server may provide one oerservices: for
each of them a server socket listens for client requeststhieetnobile device
be connected to the Internet through an access techn@lggya the network
provider X, and let IPMD1 be its IP address. Besides providigera second
network provider, Y, that offers an access technol@gy is available at the
same time.

The interaction between client and server and CNAPT and SN&Bhown
in Figure 7a (see also Figure 1). The client uses a sockentbtsethe corre-
sponding server a service request. The CNAPT associatbs teejuest its IP
address as source IP address and forwards it to the SNAPTSNAPT asso-
ciates its IP address to this request as source IP addred$srarzdds it to the
right server. The server replies in the usual way to the SNARGthe SNAPT
sends back packets having IPMD1 (the CNAPT IP address) disalésn P
address. The CNAPT then forwards these packets to the.client

Mobile Device Server Machine Mobile Device Server Machine

Client Server Client Server
Application Application Application Application

Loopback Loopback Loopback Loopback
Port X Port Y Port X Port Y

Loopback Loopback Loopback Loopback I

PortY Port Y2 PortY Port Y2
CNAPT SNAPT

IPServer IPMD2

IPMD1 Port Y1 Port X2
Port X1

1PSefver
Poft Y1

IPMD1 IPServer
Port Y1

(@) (b)
FIGURE 7

Example of the functioning of WiOptiMo’s CNAPT and SNAPT commemts. The left-side di-
agram (a) shows data flow and used IP addresses in the cashlef sbnnectivity between the
client and the server. The diagram (b) shows the same situafier a handover has happened.
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Let us consider now what happens in the case the networlcearegeived
from providerX becomes unavailable. The interruption can be sudden ée.g.,
LAN/Ethernet cable is unplugged) or can happen gradudltgugh a progres-
sive degradation of the connection quality. For instarts, it the case when
the mobile host is slowly moving away from the coverage afehewireless
provider. Let us assume that while the network connectiouh providerX
is broken, the network service of providgris available (see Figure 7b). This
can be detected by the Check Activity, which then executeshindover to
providerY'. If the handover can be executed before the timeout for flkatcl
and server applications expires, then the handover bectiadly transparent
to the user’s applications, which do not realize that thevoet (and, possi-
bly, the access technology) has changed. In fact, the IReaddrsed for the
remote communication (now changed from IPMDL1 to IPMD2) aitlyfunder
the control of CNAPT and SNAPT, and are not directly seen leydient and
the server.

4. DISCUSSION OF WIOPTIMO’S CHARACTERISTICS AND PRAC-
TICAL IMPLEMENTATION ISSUES

4.1. Positive Features and Advantages Over Mobile IP

In this section we summarize and highlight the positiveufezg of the WiOp-
tiMo approach to seamless handover. We also point out itarddges with
respect to other approaches and in particular to netwosek lagproaches like
Mobile IP.

All-in-one solution and wide portability: ~WiOptiMo is anintegrated so-
lution that combines traditional global mobility management (raamobility)
with the faster and smaller scale intra-domain mobilityqraimobility). More-
over, it provides automatic access to comprehengirécal mobilitysince it
is basically technology-independent being an applicaliyer approach: all
the network access technologies supported by the mobilealewoperating
system (both packet- and circuit-switched) can be used &YCIHAPT. This
means that WiOptiMo can be easily configured to work with yesdveloped
technologies (e.g., LEO satellites) and network stand@rds, 802.16a). Fur-
thermore, since WiOptiMo has been implementedaxaprecisely forporta-
bility purposes, it can be installed on every device (operatingsyproviding
a Java Virtual Machine. Moreover, the computational ovadhgenerated by
WiOptiMo’s Java processes is very light, such that WiOptitém efficiently
run on a vast range of handheld devices with different on<beasources.
Calculations have been purposely designed to be as lighbssilgbe in or-
der to guarantee similar responsivity across differentas/and minimize at
the same time energy consumption. Portability results fasa the fact that
WiOptiMo works at the application layer: it does not requinedifications to
the current implementation of the OSI protocol stack nouiexg the introduc-
tion of additional sub-layers. WiOptiMo can work over IPvdddPv6, as well
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as over Mobile IP (either v4 or v6) or any micro-mobility stidun based on
Mobile IP.

Scalability and high performance: Mobility management can belly dis-
tributed, as the SNAPTs do not have to be installed on the same network a
the host providing the services requested by the user. TAPINan operate
on any Internet node, i.e., wherever an Internet accessible. This allows
high scalability since SNAPTs can be distributed througttbe network and
each CNAPT can refer to any SNAPT available on the Interngt, the one
with less IP hops to the destination or the one with more akél resources.
Considered that each CNAPT and the SNAPT can handle mutijget and
server services and requests, the possibility to phygidatribute CNAPT and
SNAPT components can really allow for significant perforg®aptimization.

Scalability and performance result also by the mattuced overheadith
respect to network layer solutions based on tunneling: sotgle byte of data
is added to the original payload, as no encapsulation iseteedrom one
side this does not increase data transmission costs, amdthe other side
it reduces IP fragmentation problems that may arise in chea@psulation
of large packets, and which might dramatically reduce thmeuthput of the
wireless connection. Moreover, also in terms of signaliMDptiMo’s over-
head is minimal, since it requires only one initial registna between CNAPT
and SNAPT, and not a registration for each new connectiom(asle IP im-
poses for each new visited IP domain). Better performandedaptivity com-
pared to network layer solutions also come from the use offtbe window
mechanism to locally suspend the connections and avoidlteaton of extra
buffers and end-to-end connection interruption, as dsstign 3.3.

Transparent management of security: The most popular tunneling proto-
cols used by commercial VPNs (which are an important segmitite net-
work market)encrypteverything at the network layer or above. Therefore
they can have troubles with mobility solutions that need ¢oeas network
information. On the other hand, they can easily work withligggion layer
approaches such as WiOptiMo. More in general, being anegijmn layer so-
lution, WiOptiMo does not require the implementation of agtom security
feature and can be integrated with all the most popular cariaigroducts
at transport or lower layers to address security issuesanitwork in a trans-
parent way over IPSec, L2TP (Layer Two Tunneling Protoami)pther VPN
protocols.

Application/user awareness: WiOptiMo is application aware. Thus it can
adapt to different scenarios [16] and take into account awor selection
time user’s expectations in terms of received QoS versus ipoinetary costs
and available network resources. WiOptiMo provides botbmatic and semi-
automatic/assisted ways to select network connectioret i$hit allows direct
user intervention if she/he wants it. Generally speakimgoverall architecture
of a WiOptiMo’s CNAPT consists of several functional compats, each deal-
ing with a specific issue relevant to provide seamless anichiged mobility
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management (see Figure 5). In particular, the Search anckGlotivities rely
on data resulting fromaross-layer monitoringji.e., active and passive monitor-
ing and data collection at physical, network, and applcakayers), fronuser
interaction who can input her/his preferences, and fromepository of past
datato smoothly adapt internal parameters.

4.2. Application Domains and Practical Implementation Issies

WiOptiMo’s CNAPT and SNAPT have a CNAPT ID and a SNAPT ID thed a
used for authentication purposes every time a CNAPT/SNAdthection has
to be established or re-established (reconnection afteitaly. At each time
the SNAPT knows the CNAPT ID and the current IP of all conng@ @BIAPTSs.
WiOptiMo is able to grant the seamless handover to threestgpservices:

1. Internet HTTP/HTTPS/FTP browsing services accessea Wab browser
or via any application that can use a Web browser proxy sp{tg.,
Windows Media Player, WinAmp and other applications that oae
the Microsoft Internet Explorer proxy settings). The proatting can
be done automatically and transparently by WiOptiMo (euging Mi-
crosoft Internet Explorer) or can be done manually by the,usbo
only needs to assign the HTTP/HTTPS/FTP proxy to “127.01@2345”
(IPv4 case). In this way all the web traffic is conveyed thitotlge Vir-
tual Web Channel (see [7] for details).

2. Dynamic services (black box services), which are the UDP® ser-
vices that are unknown in terms of used ports and IP addresskthat,
in general, do not allow to set a proxy (e.g., Skype, MSN Megse
etc.). These services are not pre-allocated by the CNAPTSMAPT
and are created on-demand. To handle dynamic services, tiM@p
uses a client-side software module, specific for each dpgraystem,
calledinterceptor This module intercepts all the network activity gener-
ated by each client application and interacts with the IG@HAPT. For
instance, the Interceptor signals to the CNAPT that an eafdtin wants
to open a socket and redirects the application socket toakihg use of
a control channel, the Interceptor sends to the CNAPT thHedesdina-
tion IP address, the port, and the type (TCP or UDP) of theiegutn
socket. CNAPT and SNAPT then dynamically interact to previde
connection to the real server and continue to work as usuppasting
seamless handovers. When the Interceptor is used, the dbestnot
have to change the IP address of the server: it can continusetdhe
original IP address of the server but its outgoing packetgedirected
to the local CNAPT. With the Interceptor, the server servfifermation
(IP, port and type) is not statically known in advance by CNAd&hd
SNAPT, but it has to be retrieved dynamically.

3. Known and configurable services, which are the TCP/UDWces for
which the user knows the ports and the server IP addressesusdual,
and for which it is possible to set the server IP address tCt&PT IP
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address (e.g., some games, e-mail, FTP clients, corpoatetappli-
cations and, more in general, each type of services in whproay can
be set). For this kind of services an off-line joint setup NAPT and
SNAPT is requested because they have to pre-allocate tkegees.
The constraints to allow the use of WiOptiMo in these cases ar

(a) The IP address of the server can be maodified in the clidmdt 8,
it is not hard-coded such that it is possible to define theesd®
address either through a configuration file or at run timeutghoa
client input mask filled in by the user.

(b) The source IP address of the provided client servicestihard-
coded. It must be possible to assign this IP address to tipddmx
address through a configuration file or a client input mask) dse
previous case.

(c) The SNAPT knows the server IP address, the server sguoits
and the server service types (e.g., connectionless or ctiane

oriented). When the SNAPT is installed on the same machine as

the server, in order to avoid bind errors, it emulates sesgerices
using ports that are different from the ports used by thesheter-
vices.

(d) The CNAPT knows the IP address of the SNAPT that it has¢o us
to connect to a certain server.

(e) The CNAPT knows the server service ports, the SNAPT servi
emulator ports, and the server service type.

(f) The CNAPT knows the client IP address, the client seryicHs,
and the client service types. The CNAPT emulates the client s
vices providing a set of emulation services operating onlatiomn
ports which are different from the real service ports to duaind
errors when the CNAPT is installed on the same host of thatclie

(g) The SNAPT, for each CNAPT that provides client servigeaws
the client service ports, the CNAPT service emulator pats]
the client service types. These data are grouped by meahe of t
CNAPT ID.

(h) If client services are used, the SNAPT must have a set rofidi
IP addresses belonging to the same network to which it beltng
These addresses are used to accept simultaneous conadaiimn
different CNAPTs and manage clients providing their clisat-
vices on the same port while avoiding bind errors. This cauist
holds also for the previous case of Dynamic services.

Condition (a) is not very restrictive, as it is the commonged approach

with proxies. Furthermore, this is a requirement for therdliside, which is
traditionally more open source even when distributed fonw@rcial purposes.

Condition (b) must hold to avoid client service interruptidf the source IP

address would be set automatically as the IP address of thigendevice, when
this address changes after a handover, client serviceslwelhterrupted. On

27



MOBILITY ACROSSHETEROGENEOUSNETWORKS

the other hand, condition (b) not need to hold if the cliemésranning on hosts
different from CNAPT's host. In this case, the source IP addiis the address
of the client device and it does not change during a handovdy (he CNAPT
Internet IP address changes).

Conditions (c), (d), (e), (f) and (g) refer to the fact thatvee and client
services must be known in advance, from both SNAPT and CNAPT.

Conditions (f), (g) and (h) refer to the possibility thatatke client could
provide a set of services that can be used by the server fdisR(8ubscribe
communication models particularly relevant for peer-g@pnetworks. Con-
dition (h) explicitly deals with the situation where N idarati CNAPTs, man-
aging a client providing a client service on a certain pomt, @nnected to a
single SNAPT. A different Virtual IP address is used for eank of the iden-
tical CNAPTs. Clearly, the number of Virtual IP addressesstrequal the
number of the identical CNAPTSs that can simultaneously setiee SNAPT.

WiOptiMo does not require modifications of the client andveersource
code unless the client IP address, retrieved from the inogipackets, is used
for critical internal activities (e.g., in case of an auttiestion scheme based
on the client IP address).

5. PERFORMANCE EXPERIMENTS

In this section we report the results of three different sésxperiments. In
the first set we show that the overhead introduced by WiOptidong the
regular course of operations (i.e., not during a switcheiyVow, negligible in
practice. The second set of experiments show the robustfigise CNAPT's
Check Activity mechanism detecting a broken connectionalfy, the third set
of experiments regards the previously mentioned use apiplecation layer of
ICMP packets to derive estimates of available throughplesd This last set of
experiments reports in some sense a “negative” result,isigdive inadequacy
of such “tempting” approach.

5.1. Efficiency of WiOptiMo

We considered the simple but quite general scenario showigime 8. The
CNAPT is installed on the client mobile host and the SNAPTnistalled
on the same network as the server applications. The cliet® om a lap-
top (Acer Aspire 2001WLCi) equipped with a LAN Ethernet adafRealtek
RTL8139/810x, Family Fast Ethernet), a built-in WiFi cahttél PRO/Wireless
LAN 2100), and a GPRS card (Sierra Wireless Air Card AC750 &fodand
GPRS Adapter). The server is located inside a corporate [T7ANR.SNAPT is
installed on the same machine as the server in the case iH$Rserver and
on a different machine in the case of a Microsoft Terminal/®es Server and
TightVNC Server. The client can connect through GPRS to edletidge and
then gets on the server via the Internet. The WiFi and LAN eations are
managed by a 802.11b Wireless Access Point/DSL Routergltaininected to
the Internet. WiFi and LAN IPs are fixed. The testbed runs indlatities:
with a VPN active (realized with Checkpoint VPN-1/FW-1 NG3RotFix 2
over Nokia IP120) and without a VPN.
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FIGURE 8
Configuration used for efficiency experiments.

Using this configuration we ran hundreds of experiments tuate the
addedoverhead in terms of delay and throughput, introduced by WiOptiMo.
Referring to Figure 8, the application on the laptop uplod@®/TCP pack-
ets of fixed size generated from the server inside the coparaN. All the
experiments refer to the situation when no handover is sacgsin this case,
WiOptiMo’s impact on performance is caused by the presefitieectwo ad-
ditional sockets which are used by CNAPT and SNAPT, whiclereine ad-
ditional overhead because of opening, acknowledgments fragmentation
operations.

Figure 9a reports averaged results for the delay overhéamlirced by the
use of WiOptiMo for different packet sizes and for the diffiet radio technolo-
gies considered. Figure 9b shows the same results but irs tefrthroughput
(reported as percentage of the regular data throughputhceZoing the de-
lay, we can see that the large majority of the points in grapi below the
8ms value. The behavior of the delay curves is a bit irregaldthe range of
variability is anyway short for all the different technoleg. This tells that the
relative impact of the presence of WiOptiMo is minimal, esp8y for larger
packet sizes. The same reasonings apply to the throughgutsethe behav-
ior is slightly irregular but the negative impact in abseltg#rms is in practice
almost negligible since it does not go over the 2% of the i@gdhta through-
put.

Contrary to solutions at network layer, WiOptiMo does ndtaduce any
encapsulation or tunneling. Therefore, it adds a low comrial overhead,
as shown by the throughput results, but no networking owsthsuch that the
end-to-end delay is independent from the number of tratsdjtackets.
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FIGURE 9
(a) Delay overhead, and (b) throughput overhead introdbgedliOptiMo.

5.2. Efficacy of the Cross-layering Approach for WiOptiMo

The soundness and performance of the WiOptiMo system indke of us-
ing only simple physical monitoring was assessed in presigork [6]. In [8]
we tested, in a special testbed that did not include the udgiOptiMo, the
efficacy of a number of different variables at thieysicaland MAC layersto
be used to recognize the need for a handover. The resulte tdshsuggested
that among these measures only the RSS can be robustly yseditge useful
indications of a broken connection. Here we report someraxgatal results
showing the effect of the combined useptiysicalandapplication layer mon-
itoring in WiOptiMo to detect timely and robustly a broken connegctand
initiate a handover. The experiments were only aimed ategit data from
the monitored variables and not at dealing explicitly with handovers at run-
time. Collected data from these variables were given intinpuViOptiMo
offline to tune Check Activity’s ability to correctly detette situations where
a handover is appropriate.

We ran several tests using different hardware and coneiglerivariety of
user applications with different characteristics. We réfie results from three
scenarios. In all scenarios a mobile user is slowly movingnd out the cov-
erage area of an AP connected to the Internet. Data showr igriphs are
sampled at regular intervals of 500 ms.

In the first scenario, the mobile host is equipped with a TietdTEW-
401 PCMCIA card and uploads CBR data from the Internet aeuifit data
rates ranging from 2 Mbps, up to a maximum of 15 Mbps, with 808.cards.
The movement was linear (in a corridor), moving forward aadkward with
respect to the AP. Results are reported in Figure 10. Therugpeh shows
the behavior in terms of correctly transmitted packets. [blner graph shows
the evolution of the RSS (the irregular curve) and the beirani the Check
Activity in terms of triggering a handover initiation (thevd-levels step-like
curve). The purpose of the graph is to show that when both 8@ R below
threshold and packet transmission dramatically falls datvat is, when the
connection is likely broken, the Check Activity is able toosphe problem
and invoke the handover. In the graph this is representetidoyprtesence of
a vertical bar. If the need for a handover persists over ganotis intervals, a
horizontal line joins the vertical bars delimiting the intal. From Figure 10
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FIGURE 10

WiOptiMo’s ability to robustly detect a broken link situati due to user mobility using cross-layer
data. The meaning of the curves is explained in the text. Defta to the case of a TrendNet
PCMCIA card uploading CBR data to Internet through an AP.

we can see that WiOptiMo can detect broken connections inyawtech is
both timed and robust. Small fluctuations do not cheat thiesy,swvhile all the
situations of a clearly broken link are promptly detected.

A similar behavior is shown also in Figures 11 and 12, whidarreespec-
tively to the same TrendNet card but this time used for a Skgomection, and
an Acer card Intel Pro/Wireless 2200 b/g used for Internetvsing. The ap-
plication traffic shows substantial differences among iffer@nt scenarios, as
well as the characteristics of the different cards are radifeerent from each
other. Nevertheless, WiOptiMo’s behavior is consistentlyust and effective
across all the different tested situations.

5.3. On the Use of Probing Packets for Throughput/Delay Esthates

As discussed in Section 3.4, WiOptiMo makes use of a crogs-lapproach
to derive timed and robust information about the status dfranection. The
experimental results of the previous section show the &ffmwess of the ap-
proach for what concerns the handover initiation phase.h@mther hand, in
order to take an optimized decision at network selectior tinis needless to
say that the system would profit from the availability of infmtion about the
effective throughput that would be available from each a#ateé network. As
pointed out in Subsection 2.4, future 802.11 standardshaeitlefully provide
an efficient solution to this issue. In the meantime, othessfme solutions
should be investigated. At this aim, we envisaged the us€Mf packets not
only to check the effective status of the connection, bud tdderive informa-
tion on the quality of the connection in terms of availabletighput and/or
end-to-end delay (or, equivalently, in terms of currenffizdoad). In cases of
excessive congestion, the connection might seem on theoédgenterruption
if only physical layer measures are used. Therefore, agjiic layer measures
can be used in cross-validation with physical ayer meagareslp to discrim-
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Check Activity’s ability to robustly detect a broken linksation due to user mobility using cross-
layer data. The meaning of the curves is explained in the Bt refer to the case of a TrendNet
PCMCIA card connected through an AP to a Skype server on teenlet. The user experiences a
large reconnection delay after connection breaking happgexi time 50s. In fact, since WiOptiMo
was not used during the experiment, the user was forced 8ste-ia request for connection after
15s of interruption, and then Skype took about 30 more sedodsestablish the communication.

60
50
£ |
g 30 | b
¢ L i)
5 ® ‘ ) (.l
0 Mxh "} A A uMm Ll \ I m I M} LJ .AM ‘A
-80 [ ] i
T -70
a
S .60
3
@ -50
-40
-30
0 50 100 150 200 250 300 350 400
Time (s)
FIGURE 12

Check Activity’s ability to robustly detect a broken linksation due to user mobility using cross-
layer data. The meaning of the curves is explained in the f@ata refer to the case of an Acer
card used for browsing the Internet through an AP.

inate between congestion and actual broken link situatidsspointed out in
Section 2.3, the availability of MAC layers variables sushtlae NAV would
simplify this task, but unfortunately most the NICs on therkeado not allow
access to these variables.

All the experiments reported in this section were conduatetbnditions
of strong and stable RSS to check if under favorable physizadiitions it is
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possible to observe significant variations at the appbecegyer in relationship
to load variations. More specifically, we report results@aming the use of
streams of ICMP packets @sobing packetdo actively derive load estimates
at the application layer as a function of variations in thad®ffered to the
wireless environment. Probing techniques have been widsdy in the wired
Internet for similar purposes. However, published ressétsm to indicate that
in order to obtain really reliable estimates, rather intresind repeated prob-
ing actions are needed in addition to careful parametengdt.g., see [51]).
On the other hand, the same probing techniques (and/or ttagtation) once
used in wireless environments seem to loose most of thetraeffiand relia-
bility [52, 53]. We wanted to check if they could be used toegiveak but still
helpful indications without incurring in excessive ovealde

In the ran experiments, ICMP messages are proactively sahetAP in
order to evaluate the connection status in terms oth(@ughput on the basis
of the observed RTTs, and (ichannel congestioaccording to the number
of experienced timeouts. We considered the following foaffic-intensive
scenarios experiments where an increasing load is offeréuet WLAN: (1)
an increasing number of laptops (from 1 to 10) continuousiyrload data
from one PC connected via LAN to the AP, while in the meantimethaer
laptop sends ICMP messages to the AP; (2) an increasing nushiegptops
(from 1 to 7) continuously download data from each other ipgsthrough
the AP while another laptop sends ICMP messages to the ARi§may the
network load was doubled with respect to the previous c&3g#n increasing
number of laptops (from 1 to 10) continuously download dedanfthe Internet
through the AP while another laptop sends ICMP message&tdfh (4) 11
laptops with an increasing number of downloading proceffses 1 to 5 on
each laptop) download data from the Internet through the ARewanother
laptop sends ICMP messages to the AP. In each scenario agons train of
1000 ICMP messages (size of 32 bytes) was generated dugrexgeriment.
The size of each single download was of 1.5 Ghytes. The WLANw#&ed on
802.11g devices.

As shown in Figure 13, in the first two scenarios the averagé &1d the
number of experienced ICMP timeouts increased each tinteathaw laptop
joined the network with a new download. Moreover, the numdfdimeouts
rose up very fast when the number of laptops in download grem 7 to 10
in the first scenario, and from 3 to 7 in the second scenario.

In these scenarios, the RSS was always above the critiestbld. There-
fore, no handover indications could have been derived floghysical mea-
sure. However, from Figure 13 it is clear that the througlvgas significantly
decreasing, and the channel congestion increasing, withnttrease of the
active users in the WLAN. Therefore, the combined analysihefRSS and
RTT values seems to be necessary to become aware of a sitafgiare traffic
congestion.

On the contrary, in the third scenario (Figure 14a) both therage RTT
and the number of ICMP timeouts remain low almost indepetigl&om the
number of laptops in download. This was probably due to tladlave band-
width on the Internet side, that was lower than that avadld@bithe WLAN. In
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Experimental results for the first (a) and second (b) loadregion scenarios. In the first scenario
an increasing number of laptops download data from one PCeobeah to an AP via LAN. In the
second scenario, the laptops download data from each ailsing through the AP. In both cases
an additional laptop sends ICMP messages to the AP.

the last scenario we overloaded the WLAN with a large numbeloafnloads
(11 up to 53) from the Internet. As shown in Figure 14b, theraye RTT
remained more or less the same but the number of timeoutsupsgery fast
reaching in the worst case more than 10% of the total numbEEMP mes-
sages sent. Therefore, in these last two scenarios, thelnses and reliability
of the approach using ICMP packets seems to be much lessevide

In more general terms, it is necessary to point out that eiveome tests
showed a clear increase in the average RTT as well as in thbetush ICMP
timeouts in relationship to an increase in the connectiaffi¢; these are val-
ues obtained averaging 1000 ICMPs. Single measuremernt&raaverages
over few packets, show large variances and provide veryadictory results.
It is clear that the system cannot rely on generating suchige ladditional
overhead without causing undesired throughput reductidriiaency increase.
Furthermore, considering that WiOptiMo has been desigaéxe tused mainly
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FIGURE 14

Experimental results for the third (a) and fourth (b) loadreation scenarios. In the third scenario
an increasing number of laptops download data from the latgassing through an AP. In the
fourth scenario, data download from the Internet are peréar by an increasing number of ses-
sions running on a fixed number of laptops (11 in the experimeitsboth cases an additional
laptop sends ICMP messages to the AP.
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for Internet and not for intranet, we can conclude that it @ feasible to
use probing packets for the sole purpose of carrying out/tbamighput es-
timate. Accordingly we ruled this alternative out of futuMiOptiMo’s im-
provements.

6. CONCLUSIONS AND FUTURE WORK

Widespread availability of wireless services and theirlusmobile devices is
becoming a reality and is expected to play an ever increasiegn our daily
life. The demand for efficient and flexible solutions for noiciand macro-
mobility management is increasing accordingly. When chamgfie network
connection point and possibly also the access technologhjlenusers must
be provided with a totally transparent management of mgbiiontinuity of
service respectful of the expected QoS, and minimizationosts and used
resources. Most of the current solutions based on netwgek lapproaches
like Mobile IP fail to reach these objectives. We discussedreasons behind
this fact, and pointed out why an application layer solutike our WiOp-
tiMo can overcome most of the limitations presented by Mo# and related
approaches and can provide efficient and effective mohitignagement in
heterogeneous, multi-technology, networks.

Our general target was to design an integrated system fiypais of mobil-
ity, that could provide optimized performance, show a goegrde of adaptiv-
ity and robustness, and be immediately and widely deployeti®Internet. At
this aim we presented an architecture based on the use aflsod-€NAPT and
SNAPT applications, that collectively act as a middlewaterifacing the com-
munications between the client and the server applicatiadiag the mobility
to them. We extensively described and discussed WiOptildwésacteristics,
considering, for sake of clarity, the special case of a tlgamver architecture.
However, the system can be used with only relatively minapsations also for
other general communication paradigms like the peer-&r-pee. To provide
timed and optimized handover choices, WiOptiMo makes udeott active
and passive cross-layer monitoring, as well as of autona@micponents for
self-tuning and self-configuring purposes. In order tovalimmediate and
widespread deployment, we strictly relied on the use ofdsesh protocols
and driver implementations. Our a software implementasagasily portable
across the different operating systems and at the same simery parsimo-
nious in terms of CPU and battery resources, such as it casdzban a wide
range of portable devices available on the market.

We reported few experimental results showing the efficieafdy/iOptiMo
in terms of very low overhead, and its efficacy in terms of thiditst to provide
robust, timed and correct handovers. We also reported dheuossible use
of probing packets to derive estimates of the load status @icaess point, to
be used to take performance-optimized handover decisions.

Future work includes the investigation of cross-layer meas of the con-
nection quality alternative to the signal strength, whiciffess of excessive
variability. Moreover, we plan to investigate more in defftl issue of the
feasibility of deriving sound load estimates without gextilg unacceptable
overhead. Also the improvement of the autonomic componeastsvell as of
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the user interface are an important part of our currentéuplans. Finally,
we are working to the refinement of the software implemeoatn order to
improve its efficiency and to favor full portability acrosiferent platforms.
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