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1 Introduction

Telecommunications networks are becoming increasingly large, dynamibeterdgeneous. The
global Internet is rapidly evolving toward a highly complex system which atsap and integrates
a number of wired and wireless networks covering the needs of diffecenmunity of users and
ranging from small body area networks to global satellite networks. Itisyaster of time before
the “all the time, everywhere accesdbreseen in the view of pervasive computing [45] will be
put into practice allowing a continual access to data, users, and ser@icesfeatures of current
and forthcoming network scenarios are: the continual mobility and appesldisappearance of
users, the continual updating, migration and reorganization of availatal@dd services, the tight
interaction between wireless and wired communication nodes with totally diffelnanacteristics
in terms of capacity and delivered quality of service. It is apparent tvata and management
of network systems with such characteristics is a highly complex task. Existotggols and
algorithms were conceived to deal with rather static and homogeneousrkesmgronments,
and to resort on human intervention in case of major problems and tuningefotes a sort of
paradigm shift is necessary to deal with the challenges posed by extriErgdy dynamic, and
heterogeneous networks. Novel control and management protoaastdnde designed which
show the following essential properties:

e adaptivityto changes (in traffic, topology, services, etc.);

e robustnes$o component failures, transmission errors, and small perturbations;

¢ self-organizinganddecentralizedehavior;

e scalabilityin terms of performance versus overhead and usage of networkcespu

e ability to work across (sub)networks which dreterogeneouis terms of transmission tech-
nology, and/or node and topology characteristics;
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¢ self-*behavior, thatis, being able to self-tune internal parameters, self-maselficonfigure,
self-govern, etc.

The central idea contained in this “wish list” is that novel algorithms shouldirmeally and
robustlylearn about the current network status and user context, and accordireyby tekir in-
ternal characteristics and decision policies. In a broad sense, this iggteaah advocated, with
different perspectives, in the two recent frameworksaffic engineeringl] andautonomic com-
munications[37]. Where for the latter, the term “autonomic” precisely stresses the forea
design that lets the different network components being fully autonomic anilot and man-
age the whole network through self-organizing social interaction. Thealeim is to minimize
human intervention while maximizing the overall performance and efficiency.

The design from scratch of novel protocols and algorithms with the listquepties is in gen-
eral a very challenging task, also considering the rather large numb#éfesént network systems
with different characteristics which are nowadays available (e.g., wirge area networks, Wi-Fi
networks, wireless mesh networks, sensor networks, etc.). On thehathérwe can draw some
basic inspiration fronbiological systemsIn fact, a number of systems that can be observed in
Nature precisely show the general properties we wish to have in a neteatkol system. As
a matter of fact, biological systems have evolved the ability to effectivelytduah in terms of
structure and behavior to constantly changing environments. Most @& Hyssems can be seen
as composed of a large number of dynamic, autonomous, and distributeavbigtsgenerate a
variety of useful effective behaviors at the system-level as a rekldtal interactions and self-
organization. Moreover, biological systems are usually robust to ifdtpemturbations or loss of
units, and are able to survive and evolve over a wide range of differefironments. Nature has
already served as source of inspiration for a number of successfwithms and frameworks. For
instance, neural networks [35, 6] have been originally designedatiar's neurons, evolutionary
computation [33, 27] stems from the observation of the processes uimgezlyolution and natural
selection, swarm intelligence [7] finds its roots in both the swarm and sasleMiors of groups
of animals.

In this chapter we show that taking basic inspiration from Natures compégptiad systems to
design novelouting algorithms to tackle the complexity of modern networks is a general and ef-
fective way to proceed. In particular, we discédgg Colony Optimization (ACJL8, 17, 11, 20],

a combinatorial optimization framework that reverse-engineers and foesdlie basic mecha-
nisms at work in ahortest-path behaviarbserved irant colonieq30, 10]. It has been observed
that ants in a colony are able to converge on the shortest among multiple patiecting their
nest and a food source. The driving force behind this behavior issbetia volatile chemical
substance callepgheromone While moving, ants lay pheromone on the ground, and they also go
in the direction of higher pheromone intensities. This mechanism allows to implicitly pzhs

to guide subsequent ants, and let good paths arise from the overalitwedf the colony. Details
about the mechanism are explained further on.

ACO is based on thitgerative construction of multiple solutiorigr the optimization problem
under consideration. The aim is to learn about the characteristics aretjtiianities of the search
space, and recursively use this knowledge to direct the solution cotistriprocesses. These
solution construction processes are defined in the termeapiential decision processesd are
driven by aparametric stochastic decision poliey ACOs strategy consists in thprogressive
learning of the parametemssed by this decision policy in order to eventually discover a global
policy that can allow the generation of good/optimal solutions to the problerarat. hSolution



construction processes are designed after ant behavior and are trtgaevhile the parameters
that are the object of learning play the role of pheromone, and are tgshegdmone variables
(see Figure 1).

Pheromone variables bias solution construction
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Pheromone Solutions
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Outcomes of solution construction are used to modify pheromone values
Figure 1: Circular relationship between repeated solution generationcding adaptation.

ACO's recipe has been a applied with success to a number of combinafutimalzation prob-
lems. For many problems of both practical and theoretical interest ACO imptatitaTs represent
the state-of-the-art. Its general applicatiorrdating problemss a relatively straightforward task
due to a somehow natural mapping between the characteristics of ACO aedahtypical net-
work routing tasks. As a matter of fact most of ACO implementations for routiagescommon
structure and strategies. Each ant is actually a lightweight mobile agemflguisoplemented as
an “intelligent” control packet) responsible for discovering a routing jbathiveen the generating
source node and an assigned destination nodes. Ants actively exmaretttork, collect useful
information along the followed path (e.g., about the congestion status),sa&nd turn this infor-
mation to learn about the network dynamics and to continually update the notiegrpolicy,
encoded in pheromone variables, to track network changes.

Based on the common underlying structure and set of strategies that sarglesl out from
actual ACO-based routing algorithms, in this chapter we informally definAtih€olony Routing
(ACR)framework. ACR is a high-level distributed control architecture that igfizes the core
ideas of the ACO approach to the specific case of network routing atind shme time, provides a
generalization of these same ideas to define a fully distributed architectetémomic routing.
We show by means of a general discussion and a concrete example @Rualgorithm, that
following the ACR guidelines it is relatively straightforward to design nowelting algorithms
that possess most of the characteristics reported in the wish list madeliep @ar Moreover,
we show that the same core ideas can be applied with success over afaygamic network
scenarios obtaining state-of-the-art performance.

The rest of this chapter is organized as follows. We first provide somergkebackground
on the class of problems and on the methods discussed throughout therclhaparticular, we
provide a general discussion about the problem of routing in netw&#stion 2), we describe
the shortest path behavior in ant colonies in Nature and single out all #ie f@chanisms at
work (Section 3.1), and we report the definition of the ACO metaheuristicaadidcussion of
its properties (Section 3.2). Then, we concentrate on the application of tAC@uting in net-
works (Section 4). First, we provide the general definition of ACR andudis its characteristics
(Subsection 4.2). Next, we describe the practical implementatidxntflocNet an ACO/ACR
algorithm for routing in the extremely dynamiaobile ad hoc networkéSubsection 4.2). An-



tHocNets characteristics are described and a number of experimenidés mger several network
scenarios are reported in order to provide a sound validation of the ApRach. We conclude
the chapter with a summary of its contents and a discussion of future develitsp{8ection 5).

2 Generalities on network routing

In this section we discuss the general characteristics of network routiegebder can find more
detailed and insightful discussions on routing in [5, 50, 47, 53, 44, 11].

A telecommunication network be represented as a directed weighted@rapti/, £'), where
each node in the séf represents @rocessing and forwarding unénd each edge i’ is a
transmission systemith some capacity/bandwidth and propagation characteristics. Two naes a
adjacent in the graph if they can communicate directly by means of wired degdrgEansmission,
and are calleaheighbors Data traffic originates from asourcenodes € V and is directed to a
setd C V of destinationnodes. In this chapter we consider only the case of a unique destination
node for each source, which is calledicast traffic The routing component of a network control
system addresses the basic issue of finding and setting up feasible datiwgtal incoming data
packets from source to destination nodes. In packet-switched net{@gksthe Internet), data
packets are independently forwarded at each node according toladatiag decision policy
parametrized by a local data structure caltedting tablewhich holds routing information. In
the general case, entries in the routing table associate for each destofatitarest and for each
neighbor a measure of the cost of reaching the destination through théaeidn this sense, a
network routing system can be properly seen dstributed decision system

A good routing strategy is one that selects the feasible paths optimizing thedl owetwork
performance, which is usually expressed in terms of maximizing the numbeligétd data
packets while minimizing their end-to-end latency and inter-arrival jitter time. Opgithjmath
selection is a complex task since it involves the concurrent optimization of multipleofien
conflicting objectives and requires to take into account the dynamic evolotitre network in
terms of input traffic patterns and network characteristics like topologyliakdransmission de-
lays. When all this knowledge is available the problem of routing assignmantsecin principle
solved to optimality followingoptimal routing[28, 5] approaches, which look at routing as a
multicommodity flow problems [41], Unfortunately, in most of the practical cadantreest, a
perfect/reliable knowledge about the dynamics of input traffic and n&tatoucture and charac-
teristics (e.g., due to user mobility and hardware failures) is not availablerefidre, from one
hand, the routing decision policy at the nodes should be dynamically upiekeep tracking of
network changes. From the other hand, updating can only be basederirmperfect knowledge
about current and future status of the network.dymamic(or adaptivg routing strategies, this
knowledge is collected online at the nodes (e.g, by monitoring the congestinofethe con-
nected links) and possibly shared among the nodes, and it is uaetbimatically adapthe local
routing policies to changing network conditions. On the other hanstaiic (or oblivioug rout-
ing systems, routing paths are determined without regard to the currerdrheftate. Paths are
usually chosen as the result of some offline optimization process basetbokmpwledge and
are statically assigned and used. Adaptive routers are, in principle, tHeattrastive ones. As a
drawback, they can cause oscillations and inconsistencies in the selattisdgnd, in turn, these
can cause, circular paths, as well as large fluctuations in measurednpanice. Moreover, the
general non stationarity of the network environment makes parameter settiradlenging task.



As a matter of fact, the great majority of the routing algorithms at work in deplogtworks
are basically static with respect to traffic variations and are adaptive wsfiece to topologi-
cal variations. For instance, this is the case of popular intra-domain pisttike OSPF [39]
and RIP [38] which are at the very core of the wired Internet. Other-thdraain protocols like
CISCO'’s EIGRP come with only simple traffic adaptivity schemes. This is justifjetie fact that
topological adaptivityis an essential property to guarantee the basic functioning of any network
On the other hand, adaptivity to other aspects of the network environmeecmore regarded as
performance/resources optimization, and since in a sense it is a haidéraiasopological adap-
tivity, it is usually not included in the protocols used in real-world applicati@fsen, boost up of
performance is obtained not by injecting “intelligence” into the network ihieraat the expenses
of adding more/redundant resources. However, this is way of plowpdy over-dimensioning
is not always possible (e.g., like in the case of mobile ad hoc networks\i#d¢h are generated
on-the-fly), it can happen only on a slow time scale, and it requires a n@ooenical investment.

The ACO-based approach which is the focus of this chapter showsithatiually possible to
obtain both traffic and topological adaptivity in a very efficient, robust, scalable way through
a totally distributed and self-organizing strategy.

3 The Ant Colony Optimization (ACO) metaheuristic

3.1 Biological inspiration: The shortest path behavior of antcolonies

A lot of species of ants have a trail-laying/trail-following behavior wheraging [34] for food.
While moving, individual ants deposit on the ground a volatile chemical sabstzalledoheromong
forming in this waypheromone trails Ants can smell pheromone and, when choosing their way,
they tend to choose, in probability, the paths marked by stronger pherommogentrations. In
this way, the pheromone distribution modifies the way the environment is pedcby the ants
acting as a sort of attractive field. This evolved characteristics of domies is useful to find the
way back to nest and food sources, to find the location of food sodisesvered by nest-mates,
and to recruit other ants to carry out cooperative tasks where it iss@ge Between the end of
the 1980’s and the beginning of the 1990’s, a group of researchirs Oniversié Libre de Brux-
elles, in Brussels, Belgium (S. Aron, R. Beckers, J.-L. Deneubdir@oss and J.-M. Pasteels),
ran several experiments and obtained original theoretical resultsroimgéhe influence of the
pheromone fields on the ant decision patterns. These works seemed #iarttiet pheromone
acts as a sort afynamic collective memonf the colony, a repository of all the most recent “for-
aging experiences” of the ants belonging to the same colony. By continymlting and sensing
this chemical repository the ants can indirectly communicate and influencetetthrough the
environment. Indeed, this basic form of indirect communication terstiggnergy[31, 51, 18],
coupled with a form of positive feedback, can be enough to allow the g@esra wholeto dis-
cover, when only few alternative paths are possiblesti@test patttonnecting a source of food
to the colony’s nest.

This fact can be understood considering the following binary bridgerxgent described
in [30] (see Figure 2). The nest of a colony of Argentine dritgepithema humileand a food
source have been separated by a diamond-shaped double bridgeanithéds of different length.
Ants are then left free to move between the nest and the food sourceefdentage of ants which
choose one or the other of the two branches is observed over time. paemg&ntal observation
is that, after a transitory phase which can last a few minutes, most of the smthel shortest



branch. It is also observed that the colony’s probability of selecting betesst path increases
with the difference in length between the long and the short brancheacttfie first ants able
to arrive at the food source are those that traveled along the shoréemthbAccordingly, the
pheromone that these same ants have laid on the shortest branch while foowiagl towards
the food source makes this branch marked by more pheromone than thstlonge The higher
levels of pheromone present on the shortest branch stimulate these gartee@obabilistically
choose again the shortest branch when mowagkwardto their nest. This recursive behavior
can be throughly described as a self-sustaimiogitive feedback effetiecause the very fact of
choosing a path increases its probability of being chosen again in theutaee.f During the
backward journey, additional pheromone is released on the shortestip#his way, pheromone
is laid on the shortest branch ahagher ratethan on the longest branch. This reinforcement of
the pheromone intensity on the shorter path is the result of a forrmulicit path evaluation
the shorter path is completed earlier than the longer one, and thereforeetie®ye pheromone
reinforcement more quickly. Therefore, for a same number of antssoimpeither the shortest
or the longest branch at the beginning (Figure 2a), since the pheroonathe shortest branch is
accumulated at a higher rate than on the longest one, the choice of tiesshoanch becomes
more and more attractive for the subsequent ants at both the decision. pdhesresult (see
Figure 2b and 2c) is that after an initial transitory phase lasting few minut@sgdwhich some
oscillations can appear, ants tend to converge on the same shorter path.
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Figure 2: Effect of laying/following pheromone trails in a colony of ArgeatantsLinepithema
humilecrossing an asymmetric bridge. Modified from [30].

According to the just described experiment, the ability of ant colonies totssHectest paths
can be understood as the result of the synergistic interaction among amafrelEments such as:

e a population (colony) of foraging ants,

forward-backward path following,

step-by-step laying and sensing of pheromone,

sequence of stochastic decisions biased by local pheromone intensity,

positive feedback,

(implicit) path evaluation,

iteration over time.



In more computational terms the ants in the colony can be seemrasalist autonomous
agentsthat act in a completelgsynchronous, concurremind distributedfashion tocollectively
solve a shortest path problem. Stigmergic communication makes the ant sgfesrganizing
Multiple paths (solutions) are repeatedly tried out moving back and forttsana information
related to each followed path is released on the environment, encoded ihdt@rone trails,
representing ahared distributed memonf the system. In turn, thiecal content of this memory
affects the stochastic decisions of the ants, such that, when there is aaigrdfifference in the
lengths of the possible paths, impligiath evaluationgets at work and, coupled with positive
feedback, results in a distributed and collectpeth optimizatiormechanism. Given enough time
(depending on the number of ants, length and relative length differenite @aths, and other
factors), this can result in the convergence of all the ants in the colotiyeoshortest among the
possible paths. Each ant gives a contribution to the overall behavigraBwugh a single ant is
capable of building a “solution” (i.e., finding a path between its nest anddriservoir), is only
the simultaneous presence and synergistic action of an ensemble of ammkest possible the
shortest path finding behavior (i.e., the convergence to the shorte¥t watbh is a property of
the colony and of the concurrent presence of all the discussed iagtedand not a property of
the single ant.

All these mechanisms have been abstracted, reverse-engineergujtandvork almost as
they are inant colony optimizationnaturally resulting in a general framework for the design of
robust, distributed and adaptive multi-agent systiemthe solution ofshortest path problems
Indeed, this class of problems is a very important one and encompasassraimnber of other
problems (e.g, see [4]). Graphs whose nodes represent possibleties/states and whose
edges represent distances/losses/rewards/costs associated tansitleris are graphical models
for a huge number of practical and theoretical decision and optimizatidsiggns. In general,
almost any combinatorial optimization, network flow or sequential decisidnigmocan modeled
in the terms of a shortest path problem. Having in the hands an effecticedae to handle
this class of problems opens endless opportunities for applications,iapeonsidering the
distributed, adaptive and self-organizing properties of the approach.

3.2 ACO: definition and general properties

ACO is a metaheuristic for combinatorial optimization problems. An instancecofrinatorial
optimization problenis a pair(.S, J), whereS is a finite set of feasible solutions arids a function
that associates a reabstto each feasible solution, : S — R. The problem consists in finding
the element* € S which minimizes the functiod':
X .

0" = argmin J(o). (2)
It is common practice to define an instance of a combinatorial problem usinge compact
definition of the type:(C, 2, J). C is a finite set of component§¢y, c1, ..., ¢, }, used to define
of a solution.(} is a set of mathematical relations definiognstraintson the wayC'’s elements
have to be selected in order to produce a feasible solutian S. For the class of problems
we are interested in this chapter, namely routing in telecommunications netwoeksetS' is
represented by the set of all possible node paths joining eaclispdjrof source and destination
nodes involved in data exchange. The componentsistthe set of all nodes belonging to the
network, whileQ2 defines that consecutive nodes in a solution path must be able to communicate
(i.e., a wired or a wireless physical transmission channel must allow datamrye between the
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two nodes), and that no infinite loops must be present. The cost of a gathssm of the costs
J (et ciy1) (e.9., time delays) associated to the transmission between two adjacenicnadds
ct1 belonging to the path. In the following we restrict the discussion to the clasmabinatorial
problems whose costs are additive in this way (e.g., this is true for importaioligons such as the
traveling salesman problem [29]).

A combinatorial optimization problem can be approached with a variety ofrdiffesolution
methods, each having different properties in terms of the optimality of theupeadsolution, and
in terms of the time required to reach this solution [29, 52]. For important dasfsgroblems,
like the NP-hard ones, the time required for an exact method to producptiamabsolution is
prohibitive for large instances, and it is therefore often necessamautipe to rely on heuristics.
These are solution methods that attempt to provide a near-optimal solutionsomedde time
without any formal guarantee on performance. ACO is what is calle@i@mheuristic That is a
high-level strategy that guides the development of heuristics. A metatieues be seen as a gen-
eral algorithmic framework that can be applied to a possibly wide rangefefelit optimization
problems with relatively few modifications.

ACO's heuristic recipe is the following. Reverse-engineering the meamaras work in ant
colonies, ACO is based on thepeated sampling of multiple solutiottsthe problem at hand and
on the use of the outcomes of these solutions to update the value of varjghlgag the role
of pheromone in ant colonies, that bias in turn the process of solutiomagemme The aim is to
progressively learn an assignment to these pheromone values thattis edgbéure regularities as-
sociated to good solutions and eventually allows the generation of optimat/pgiaral solutions
to the problem under consideration.

The precise characterization of what pheromone variables repiiesetated to fact that in
ACO the single solutions aiacrementally constructedrhat is, starting from an empty sef =
{}, a complete feasible solutian, € S is built stepwise by adding one new componente
C at-a-time. This way of proceeding means that each solution is the result exfueersce of
decisions about the next component to include into the current partigicsgltepresented by the
sequence; = [co, c1, . .., ¢t]. Therefore, the generation of a solution coincide with the output of
asequential decision procesghis process actually mimics ant behavior building a path from the
nest to a source of food. Accordingly, we speak of these procéssesns of ant-like agents, or,
shortly, (artificial)ants

As in the ant colony case, the single decisions are issued accordingtdéotastic decision
policy = parametrized by a set of real-valued variahiesalledpheromonevariables. A policy is
a rule that associates tlséateof a process to an action, selected among those actions which are
feasible in that state, that is, according to the constratritsour case. A stochastic policy defines
a distribution of probability over the feasible actions, assigning in practietdeatton probability
to each feasible action. Then an action is actually selected according teenctamdom scheme
that takes into account the different probability values (e.g., a randopopional scheme selects
proportionally to the probability values).

In many ACO implementations, the model used to represent the decision piscegh that
the states of the process are mapped one-to-one onto the componentgtirttization problem.
This means that at stephe decision policy selects the next compongni € C conditionally
to the fact of being in state, and among the subset of components which are still feasible. After
issuing the decision, the current state becomes.

Following this approach, whereby optimized complete solutions result froegaesice of
single decisions about movements between states (or problem compoihenits)ortant to have



a way to estimate the quality of eastate transition This is the role of the pheromone variables
7, which are used in ACO to associate a real-valgedlity with each state transition. In practice,
7;; represents a measure of the desirability of having the (eair;) in the solution sequence
in the perspective of eventually building a good complete solution. For irstamehe case of
routing, 7;; represents the desirability of moving framto c; in order to reach destinatiahin
the perspective of optimizing the final path from the source nddel (e.g., obtaining a path with
very low time latency for transmitting data packets frerto d). Ther values are the parameters
of the decision policy. They are used to calculate the relative probabilitagaf E2asible decision
by normalization: if\/(c;) is the set of components still feasible in statgiven the current partial
solution, then the probability of each € N(¢;) is calculated as:
Tij

Pij = 2)

2c;eN(er) Tid
The stochastic policy takes in input the probabilitieB;; and use them to select the next compo-
nent according to some random selection rule.

The ACO's fingerprint is that pheromone quality estimates biasing in this wayi@o con-
struction are built-up and continually revised according to the outcomes sbthton generation
process. The objective is saptively learnthrough a continual sampling of solutions, a value
assignment to the parameters of the policy that can eventually allow to gegeaatgossibly op-
timal, solutions to the combinatorial problem under consideration. Basically ¢aeisdo reward
those decisions that belonged to good complete solutions. The underlgingaison of the ACO
approach is that good solutions posses common features that can leel ldgough repeated solu-
tion sampling. The single solutions are supposed to be constructed accardicomputationally
light schemein order to allow the sampling of a relatively large number of different sahgtio
realizing in this way an effectivdirected exploratiorof the search set.

Figure 3 shows in C-like pseudo-code the very general structure k@& metaheuristic.
The algorithm is organized in three main logical blocks. @daenon_act i ons() block termed
daenon_acti ons() refers to all those optional problem-specific activities which share no re-
lationship with the biological context of inspiration of the metaheuristic and wthichot really
make use of pheromone information. For instance, itis common practice to aviedats solution
generation with local search procedures [19].

procedure ACO.nmet aheuri sti c()
while (= stopping_criterion)
scheduleactivities
construct _sol uti ons_usi ng_pher onone_and_st ochast i c_deci si ons();
pher omone _updat i ng();
daenon_actions();  /x OPTIONAL %/
end scheduleactivities
end while
return best_solution_generated,

Figure 3: High-level description of the behavior of the ACO metaheuristic.

Precisely in the spirit of a metaheuristic, ACO does not specify the implementigtaiis of
its different components. This is clear from the pseudo-code, which mimespecify how the ant
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agents should construct the solutions, or how pheromone is updatedifgltve evaluation of
the generated solutions. Neither the characteristics of the pheromone mapithe modali-
ties of the ant generation processes are specified. On the other hrarada gjuite large number
of ACO algorithms have been designed so far, there are quite consolatadedther “standard”
ways of designing new ACO algorithms. The reader is referred to the meadtlaibliography for
loads of examples of ACO implementations, especially concerning classicdiicatorial opti-
mization problems (e.g., traveling salesman, quadratic assignment, taskIsuieetg.), which
are static and can be solved in a fully centralized way. In the following we sloav ACQO’s recipe
can adopted almost as it is to design new state-of-the-art routing algoritiimsotiern dynamic
networks.

4  ACO for routing in dynamic networks

In the Introduction we discussed the reasons behind the high complexityiates to the con-
trol of modern telecommunications networks. The main claim of this chapter ishthdature-
inspired ACO framework can provide basic guidelines to design in a ratitzéglstforward way
novel state-of-the-art routing algorithms showing those characteridtiadaptivity, robustness,
scalability, self-organization, etc., reported in the Introduction wish list.

From the discussions of the previous sections it results that the fingsrpfithe ACO ap-
proach are: repeated solution construction by means of lightweight agesetof a stochastic
decision policy to build the solutions, and progressive learning of theidagmlicy parameters
from the observation of the outcomes of the solution generation procdkthe8e characteris-
tics are a natural match for the characteristics of routing and other netwobkems. This can
be easily understood by considering the following simple facts. (i) Giverligtebuted nature
of a network, the most natural way of proceeding to discover a feagiblees-destination path
consists in hopping from one node to the other until the final destinationdbeda But this pre-
cisely means following a construction approach. (ii) Pheromone entrigshwhACO are the
parameters of the construction policy, play exactly the same role of the enttiesnode routing
tables. (iii) Due to the dynamic and distributed nature of a network environiménintrinsically
necessary to keep exploring the network and collecting useful informattuat.is, much alike in
ant colonies, repeated sampling of full routing paths through the contjen&lration of ant agents
(i.e., “smart” control packets) is expected to be an effective strategy o édeout network status
and to consequently adapt the routing policy to it.

The good matching between the characteristics of ACO and those of netauaikg has
attracted in recent years the interest of a relatively large number cdrodses, resulting in a
number of routing algorithms designed according to ACO guidelines (se&§lTor extensive
references and reviews). The great majority of these algorithms alieitxmerived from the
first two ACO implementations for routing problem&BC [46] andAntNet[12, 11], which have
addressed respectively routing in circuit-switched telephone netwarkingpacket-switched IP
data networks. The empirical evidence is that well-designed ACO algorithirmetting perform
comparably or much better than other/classical state-of-the-art apysad his is the case of
AntNet and AntHocNet (described later in the chapter) developed byuthers of this chapter.

In practice, a common underlying structure and set of strategies candiedsout from all
these ACO-based routing algorithms. Here we use this evidence to infornedihedheAnt
Colony Routing (ACRfyamework, a high-level distributed control architecture that speciatizes
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general ideas of the ACO approach to the case of network routing &g, same time, provides
a generalization of the same ideas for the autonomic control of generic distfisystems. In
the next two subsections, we first sketch the general underlying sct@mmon to most ACO
implementations for routing, and then we show how we make at the same time algetien
and a specialization of it in order to provide an effective recipe for thegdeof novel routing
algorithms based on ACO'’s principles. Finally, we describeAh#HocNetrouting algorithm, as
an example of how ACR can be adapted for a specific type of environnimetttig case:mobile
ad hoc networks

4.1 Common characteristics of ACO implementations for rouing

In the approach that is common to most ACO-based routing algorithms, nodesuse of ant
packets to sample paths toward destination nodes of interest (e.g., etslgidrequent commu-
nications). Ants are usually generated according to simple periodic sch&aek ant traveling
forward to its destination constructs a solution, that is, a feasible path to its destinatiom, in a
incremental way by hopping between adjacent nodes. The task of @ tarfind agood path

to the destination on the basis of the seleatetricsof interest (e.g., time latency). Each node
that can be chosen as a next hop hagetor of pheromone variablessociated with it. These
variables indicate how good it is to choose the given next hop, with respéoe selected opti-
mization metrics, when traveling to the different possible destinations. Antst sledgr next hops
according to atochastic policypased on this pheromone information, and possibly also on further
local heuristicinformation such as the length of the packet queues associated with theopsxt
Once an ant has reached its destination, it evaluates the relative qualigyfofltwed path and,
carrying this information with it, retraces the path back to its source. At efitle wisited nodes,

the backwardtraveling ant provides this information to the node to let it update its pheromone
information according to the fresh network information gathered by thewairtglits journey.

This general scheme is independently and concurrently actuated byhedehand by each
generated ant. It is derived from the general ACO scheme consistihg oépeated pheromone-
biased construction of solutions (paths), multiple successive solutionatiegis, and recursive
updating of the pheromone variables that directed the path-constructiomfinstrplace, with the
general objective of dynamically learning properties of the problemrad ffzere, the dynamically
changing network environment). Clearly, different ACO instances s$peeific ways of imple-
menting the different aspects of the general scheme, depending alse spettific characteristics
of the network at hand. For instance, in some cases (e.g., cost-symmatrarks the forward
traveling ant can update pheromone information about the path leadingd#slsource, so that
it is not necessary to travel backward to the source (this is the desigeeanade in ABC). Fur-
themore, in some cases using a periodic ant generation scheme is nqragerd-or example, in
those cases in which bandwidth is scarce, like in wireless multihop ad hocnkstvemt genera-
tion is usually made according to on-demand schemes which use bandwidth ithavisac way
(e.g., see [32, 3, 13)).

4.2 TheAnt Colony Routing (ACR) framework

The ACR framework inherits all the essential characteristics of ACO bilteasame time intro-
duces new basic types of agents, defines their hierarchical relatispahipppoints out the general
characteristics and strategies that are expected to be part of a distébateal architecture based
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on the ACO approach. In a sense, ACR’s definition aims at make it clearis/aaant-based
approach to network problems, and what is not.

In the ACR view the network is under the control of a system of a distribubetety of
adaptive autonomous agents, one for each node in the network. Eatcblleo is called anode
manager Its internal status is defined by the values of the local pheromone taldesf gios-
sibly other additional data structures ad hoc for the network scenarianak fEach entry in the
pheromone table is associated to a different control action locally availatie ttode manager,
and represents a statistical estimate of the goodness of taking that actéooritholler adopts a
stochastic decision policy which is parametrized by pheromone and posgibtiidr local heuris-
tic variables. The target of each controller is to locally and autonomously &decision policy
in terms of pheromone variables such that the distributed society of cordrofierjointly learn
a decision policy optimizing some global performance. Each controller isceghéo learn good
pheromone values by continuabnitoringof the network environment and of the effect of its de-
cisions on it, and by making use of the observed data to adaptively changbdhomone values
as well as other parameters regulating its monitoring and control behawical monitoring (also
called passive monitoringis realized directly by the node managers (e.g., monitoring of local
traffic flows). Non-local network information is collected by explicit geatem of lightweightant
agentg(active monitoring acting asactive long-range perceptiortd the node managers.

The task of such an ant agent is to explore the network with the aim of disogva good
path to an assigned destination, collect useful information about the quatitfhe status of
the network along path, and communicate this information back to the node msit@aget them
updating their pheromone values accordingly. Typically an ant samplefadigible network path,
evaluate its quality, and retrace the path back to allow pheromone updatesraidimanagers
along the path. Ants explore the network adopting a stochastic routing pelssdon the node
pheromone values. They can show a locally adaptive behavior for aestayreplicating (or,
proliferating) when there is more than one single equivalently alternative, or selfeglasyrin
case of excessive local congestion. The term “active perceptiontdsred to the fact that both a
non-local information gathering act is explicitly issued and each one oé thexceptual acts can
actually be generated with specific characteristics (e.g., different lelvelgtoratory attitude) in
order to precisely get information about a specific area of the netwoulsimg a specific strategy.

Node managers act concurrently and without any form of global coatidn. Therefore, they
must actsociallyand possibly cooperate (e.g., exchange messages or even their declgims)
in order to get positive synergy (e.g., not injecting too many ants in casengkestion).

The design of an ACR algorithm involve several critical choices suchragegies for: (i)
local monitoring, (ii) proactive and on-demand scheduling of the anttagén) definition of
the internal characteristics for the generated ants, (iv) ant policies(i@nuse of the gathered
information in order to learn effective decision policies for routing and twther node internal
parameters regulating for instance the rate of proactive ant generation.

4.2.1 General properties and innovative aspects of ACR

Writing a novel routing algorithm (or, more generally, a network controbatgm) according to
ACR guidelines, results in an algorithm which is expected to enjoy one or ntopegies that
can be seen as highly desirable for the control of modern dynamic netwiivie discuss these
expected properties one by one in the following of this subsection.
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Self-organization and robustness

The control system is fully distributed and self-organizing. Each contr@len independent
learner and exchange information with other controllers either by localagegsmssing or through
the generation of path sampling ants. Decision policies are learned in a strazlyway, which
makes the whole self-organizing process of collective learning highlystdb network changes.
This fact can be understood by considering that at each node mahaggrdating of pheromone
estimates results from the reception of information from the passing by ashis esalized inde-
pendently from the estimates held at the other neighbor nodes. That istiimated goodness
values for routing decisions recorded at each node are the result dfrdtt experiences of the
ant agents. This way of proceeding differs substantially from that febim the most consoli-
dated routing frameworks such as the distance-vector and link-stat€deogessee [5, 11]), from
which are derived the most popular Internet routing protocols suchezsittady mentioned RIP
and OSPF. Distance-vector strategies are basedformation bootstrappingBootstrapping is a
technique that characterizes dynamic programming [49]. Nodes estimatesth®ao of a path
by combining the cost estimates made by neighboring nodes and the cost tthgsdmeighbor-
ing nodes, rather than by the direct sampling of a full path. Bootstrappegasverful technique
that can save a lot of computation when the system is basically stationarye Otingr hand, when
the system is highly dynamic, bootstrapping can be harmful. In fact, sirteleeal estimate is
propagated step-by-step throughout the whole network and used itothmild new estimates, if
an estimate becomes incorrect due to local changes this fact will affeentine network and the
new correct estimate has to be re-propagated to all the network nodesiafkogous problem can
arise in link-state algorithms, where each node holds a complete represenfatie entire net-
work in terms of a weighted graph. Each node builds an estimate of the disstaxfal links (e.g.,
in terms of queue length) and periodically floods these estimates into the net@onieception
of cost estimates, each node updates the weights of its network reptieseatal re-calculates
minimum cost paths to define its local routing policy. Again, the approach yseféactive in the
guasi-stationary case but suffers of the same problems of the booistrdigsed ones in case of
dynamic situations.

On the other hand, ACR'’s approach, which is terrivehte Carlo learningn reinforcement
learning jargon [49] is expected to be less effective in the (uncommos)-gtetionary case while
is way more robust when the system is highly dynamic since no unnecesgsydencies among
node policies are created. ACR is also robust to losses of controliggekes). In fact, if an ant
gets lost or has to be discarded because of hardware errors er budfrflows, the impact on the
system is minimal. It will likely result just in a slower update of the pheromone $dblea single
specific source-destination pair.

Monitoring and adaptivity

Passive and active network monitoring is the key to obtain adaptive behhavidCR algorithms
node managers are able to progressively adapt the used decisionspolioetwork changes pre-
cisely through continual monitoring. Clearly, monitoring creates an ovdrhespecially in terms
of repeated generation of ant agents. The challenge of any ACR impldinardansists in find-
ing the right tradeoff between the rate and the amount of gathered infomratibthe resulting
overhead in order to obtain good and scalable performance.
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Active monitoring has been rarely implemented in routing strategies preciselyodts po-
tential negative impact in terms of overhead (e.g., see the use of packatgtechniques for
capacity estimation [21]). On the other hand, in Subsection 4.3 we showvibratire the chal-
lenging environment of mobile ad hoc networks, we could define in our Acitldbalgorithm an
effective way to minimize the overhead due to active monitoring by ant agenilks providing at
the same time state-of-the-art performance.

Multiple paths, stochastic data routing, resources optimization, and scalability

Routing tables in ACR algorithms consist of pheromone entries. This mean®tlestch desti-
nation of interest! and for each neighbor nodg an estimate of expected quality of the path that
goes through to eventually reach is available at the nodes. In practice this means tiairalle
of paths each with an associated estimated quality, results from the ant path sampiviigeac
And both the paths and their estimates are continually updated to track netvamtias. This path
bundle can be used to implemantiltiple path routing of data packe#sd/or adackup pathsn
case of sudden changes or failures that cause the main path(s) becorauaijable. Moreover,
pheromone values can be used to implenmobabilistic routingschemes for data forwarding
precisely as it happens for the ants, but with a strong preferenceddretst paths, since explo-
ration must not be carried by user data packets. Concurrent prokialsifiseading of data packets
across the best multiple paths results in autonlatid balancingand performance optimization
(e.g., throughput increase). On the other hand, when the path bungkedsar backup purposes,
the adaptive response of the system to sudden changes is expectackty lmbust and smooth.
Both these two different uses of the available path bundle result also incaggalability of the
system since allow a thorough resource optimization.

Generally speaking, the use of multiple paths even if potentially appealing is ineans free
of problems. Issues such as how many paths to use, paths selection niteciais particularly
challenging in interfering wireless environments), and data distribution paieyvery complex
to deal with at design time (e.g., see [40]) in order to really boost up perfareaigain, in the
next section, we show through experimental results that AntHocNetigrdean deal in rather
automatic way with these issues using the adaptive quality estimates associatel &vailable
path by means of pheromone values.

4.3 AntHocNet: ACO for routing in mobile ad hoc networks

In the remainder of this section, we describe an example of how the ACRmarkean be applied
to develop an adaptive routing algorithm for a specific network envirohm#&®e focus on best-
effort routing inmobile ad hoc networks (MANETSMANETSs form a particularly challenging
type of networks, in which all the properties of modern networks mentioadigein our wish list,
such as adaptivity, robustness, decentralized working, etc., amngtiaks&he ACR algorithm we
describe isAntHocNet This algorithm has been thoroughly discussed and evaluated in a number
of recent papers [13, 14, 23, 24, 15, 16, 2, 22, 25]. Here weigheaa summary description of its
behavior. The interested reader can find more detailed descriptiondsmuggions in the given
references.

In MANETS, all nodes are mobile and can enter and leave the networkydiraa. They
communicate with each other via wireless connections. All nodes are egithere is neither
centralized control nor fixed infrastructure to rely on (e.g., groundrenat&). There are no desig-
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nated routers: all nodes can serve as routers for each other, @nplad&ets are forwarded from
node to node in a multi-hop fashion. The wireless channel is shared anm®pgé¢h nodes and
the access must be arbitrated according to same Medium Access Con&@) (Ber protocol.
MANETS represent the likely most dynamic, constrained and complex exashpleeal-world
network. MANET control definitely asks for algorithms meeting the requirdmehnthe Intro-
duction’s wish list. MANET can find application in variety of scenarios negdire creation of
a network on-the-fly due to the unavailability of a connecting infrastructtlités is a situation
typical in battlefields, disaster or remote areas, or in geographically limited arbere specific
communities of users must suddenly and temporarily interact.

Providing reliable data transport in MANETSs is quite difficult, and a lot oEegsh is being
devoted to this. Especially the routing problem is very hard to deal with, doenstant changes
in topology and traffic and to the limited bandwidth available from the sharedesgehannel. In
recent years a number of routing algorithms have been proposed ézd44s 8, 48]), but even
current state-of-the-art protocols are quite unreliable in terms of dit@deand delay.

The main challenge of MANETS for ant-based routing schemes consistdindithe right
balance between thrates of ant generatioand the resultingetwork overheadn fact, from one
hand, repeated path sampling is at the very core of ACR algorithms: maaigemtis means that an
increased and more up-to-date amount of routing information is gatherssipfy resulting in a
better adaptation of the routing policy at the nodes. On the other handcessérxe generation of
routing packets can heavily affect in negative sense large numbedetraid once determining a
degradation rather than an increase in performance. This is due to thieefieibe radio channel is
a shared resource, such that multiple radio collisions can happen at t@dayér in case of high
traffic load in dense node areas, with consequent underutilization ofothénal bandwidth. In
the final part of this section we show by reporting experimental result@tititocNet’s design is
such that such a good balance can actually be achieved while providirgsgtme time extremely
good adaptivity with respect to traffic and topology, as well as robustmed scalability.

4.3.1 Algorithm description

In MANET jargon AntHocNet is termed hybrid algorithm since it makes use of both reactive
and proactive strategies to establish routing paths. feastivein the sense that a node only
starts gathering routing information for a specific destination when a lodfittsgssion needs
to communicate with the destination and no routing information is available. ptbictivebe-
cause as long as the communication starts, and for the entire duration ohthauodication, the
nodes proactively keep the routing information related to the ongoing flete-aate with net-
work changes. In this way both the costs and the number of paths usedtbyunning flow can
reflect the actual status of the network, providing an optimized netwogonse. The reactive
component of the algorithm deals with the phaseath setupand is totally based on the gener-
ation of ant agents to find a good initial path for the new data session. dhetiwe component
of the algorithm implementgath maintenance and improvemeBluring the course of a session
it proactively adapts to network changes the paths the session is usthgn&atenance and im-
provement is realized by a combination of ant path sampling and slovphatemone diffusian
the routing information obtained via ant path sampling is spread between the mahagers and
is used to update the pheromone tables according to a bootstrapping sceenge¢tion 4.2.1)
that in turn provides main guidance for the exploration behavior of the kimis failuresare dealt
with using a local path repair process or via the generation of ant aganying explicit notifica-
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tion information.Stochastic decisiorare used both for ant exploration and to spread data packets
over multiple paths.

In the following we provide a concise description of each of the compordénle algorithm
in a separate subsection.

Pheromone metrics used to define path quality

As in any ACR algorithm, paths are implicitly defined by the values of pheromariables
contained in so-callegheromone tablplaying the role of routing tables. An entvy;d € Rin
the pheromone tabl&® of nodei contains a value indicating the estimated goodness of going
from ¢ over neighbonm to reach destinatiod. Since AntHocNet only maintains information about
destinations which are active in a communication session, and the neiglitorsode change
constantly, filling of the pheromone tables is sparse and dynamic. In prinnipkee complex
MANET environment several aspects concur to define the quality of a gpatmber of hops,
end-to-end delay, signal quality, congestion level, battery usage, speled, etc. AntHocNet
defines the pheromone variables in terms of some combination of these metpestitular, the
pheromone variables used in the experiments reported later makes ussrdfiaation of number
of hops and signal-to-noise ratio (see [22] for a discussion on the fudifferent combination
of metrics and on their relative evaluation). This means that the algorithm trifisdtgaths
characterized by minimal number of hops and good signal quality betwgaceatl nodes. The
use of such composite pheromone values allows to optimize multiple objectives sienuly,
which can be very important in complex networks.

Reactive path setup

When a source node starts a communication session with a destination ngdand no
pheromone information is available about how to redctine node manager needs to gather long
range information about possible paths. Therefore, it broadcastctive forward antThis con-
stitutes a reactive approach to ant generation, aimed at improving thereffi@éthe system by
focusing on gathering information that is strictly necessary. Broadcasguisalent to replicating
the ant agent to all the neighbors having an equivalent (null, in this eati@)ate of path quality
toward the destination. Ants are sent over high priority queues. At ead#, the ant is either
unicast or broadcast, according to whether or not the current redpheromone information for
d. If pheromone information is available, the ant makes use of a randoroniapal rule to select
its next hop assigning to each neighlaca selection probability’,; which depends on the relative
goodness of as a next hop as expressed by the value of the associated pheromiabkeva,:

7
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where ) is the set of neighbors afover which a path tal is known and not yet visited by the
ant, andg is a parameter which controls the exploratory behavior of the ants. Thessipn for
P, is equivalent to the generic one for ACO described in (2). If no phermnie available, the
ant is broadcast. Since it is quite likely that somewhere along the path nompbee is found,
in the experiments we normally use a high valugiab avoid excessive ant proliferation. Due
to subsequent broadcasts, many duplicate copies of the same ant titfreetistination. A node
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manager which receives multiple copies of the same ant only accepts thenfirsliscards the
other. In this way, only one path is set up initially. During the course of thmngonication
session, more paths are added via the proactive path maintenance &ordtExp mechanism
discussed in the next subsection.

Each forward ant keeps a list of the nodes it has visited. Upon agaivhle destination, it
is converted into &ackward antwhich travels back to the sourcetracingthe path. This is the
typical mode of operation of ACO algorithms. At each intermediate rpceming from neighbor
n, the ant information is used to update the enffyin thei's pheromone table. The way the entry
is updated depends on the path quality metrics used to define pheromoidegarizor instance,
in the simplest case when the pheromone is expressed using only the niitmiyes as a measure
of path goodness, at each hop the backward ant increments an ittepradunter and the inverse
of this value is used to locally assign the valtjavhich is used to update the pheromone variable
71, as follows:

szd = VT:Ld + (1 - ’7)7‘5, v E [Oa 1]' (4)

For different metrics, the calculation of; is more complex but follows the same logic. For
instance, if delay is used, the ant needs to incrementally calculate at edeta mobust estimate
of the expected delay to reach the destination (see [14, 24]).

Once the backward ant has returned, a single path is made available thetvweee and des-
tination. During the course of the communication session, more paths ame éedbe proactive
path maintenance and exploration mechanism discussed next.

Proactive path maintenance and exploration

During the course of a communication session, managers at source perdstically send
out proactive forward antg¢o update the information about currently used paths and to try to
find new and potentially better paths. They follow pheromone and updaterpbae tables in
the same way as reactive forward ants do. Such continual proactivelisg of paths is the
basic mode of operation implemented in existing ACO routing algorithms, andspomds to a
proactive approach of ant generation, with the aim to keep monitoring ttegisittalong the used
paths. However, in MANETS the ant sending frequency which is netm&adthfully keep track
of the constant network changes is in general too high for the availabtbbdh. Moreover, to
find entirely new paths, excessive blind exploration through randomswallbroadcasts would
be required. Therefore, the node managers we keep the ant seatirigw and integrate the
ant sampling actions with a lightweight cooperative information bootstrappiogeps termed
pheromone diffusian This process provides a second way of updating pheromone on existing
paths, while at the same time can provide useful information to guide explpetobehavior.

In the pheromone diffusion process, each node managmriodically and asynchronously
broadcasts a sort of beacon message containing a list of destinatioasrifdranation about, in-
cluding for each destinatiod its best pheromone valug. ;. A node managei receiving the
message from first of all registers that is its neighbor. This is a form of local monitoring
performed by the node managers. Then, for each destindtisited in the message, it derives
an estimate of the goodness of going fréro d overn, combining the cost of hopping frorn
to n with the reported pheromone valug. ,. We call the obtained estimaté, bootstrapped
pheromonesince it is built up bootstrapping on the value of the path quality estimate eztceiv
from an adjacent node. The bootstrapped pheromone can be in twardied in the next bea-
con message sent out by The concurrent iteration of this process by all nodes gives rise to a
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bootstrapped pheromone field over the MANET. As already pointed outlisettion 4.2.1, this
is the typical way of calculating estimates implemented by the routing approaaked bn dy-
namic programming, such the class of distributed Bellman-Ford routing algor{inasd the
reinforcement learning algorithms derived from Q-learning [49]. Boajfping is not appropriate
for highly dynamic environments, and also in our case, due to the slow multi@teprding,
bootstrapped pheromone does not provide the most accurate view afrtbatcsituation and has
difficulty to properly track the distributed changes in the network. We caitred the pheromone
diffusion process is efficient and light-weight, but gives potentially limbée information. The
key element in AntHocNet is that pheromone diffusion is not the only soofceuting infor-
mation, but rather serves as a secondary process to complement tresedtNbonte Carlo path
sampling process. It is important to take care when and how to use the bpptdrpheromone
information.

For path maintenancebootstrapped pheromone is used directly.dfready has a pheromone
entry 7, in its routing table for destinatiod going over neighbon, we know that the path from
i to d overn has in the past been sampled by ants. This path can therefore be cetsal@ble.
bﬁld is then just treated as an update of the goodness estimate of this reliableruhth,used
directly to replace-! ;. This way, pheromone on current paths is kept up-to-date.

On the other handor path explorationbootstrapped pheromone is used indirectly, only after
an explicit checking. Ifi does not have yet a value faf ; in its pheromone tabléy’ , could
indicate a possible new path frofrto d overn. However, this path has never been explicitly
tried out by an ant, such that due to the slow multi-step process it could feapgpdared, or it can
contain undetected loops or dangling links. Itis therefore not safe ttwudata forwarding before
being checked. This is the task assigned to proactive forward antd) wiake use both regular
and bootstrapped pheromone on their way to the destination. This way, prgrmlseromone
is checked out, and if the associated path is there and has the expectedugdity, it can be
turned into a regular path available for data. This increases the numbathasfgvailable for data
routing, which grows to a full mesh, and allows the algorithm to exploit newodppities in the
ever changing topology.

The approach followed in this proactive path maintenance and exploratioass and the ear-
lier described reactive path setup process illustrates the generality oha@&managers. Rather
than mere ant generators, they are general learning agents, whiclseatifferent monitoring
and learning strategies to obtain their goals. In the case of AntHocNetjveeaad proactive
ant-based Monte Carlo sampling is combined with information bootstrapping tim alokaptivity,
reliability and efficiency.

Stochastic data routing

The path setup phase together with the proactive path improvement actas armesh of
multiple paths between source and destination. Data are forwarded iagctordstochastic policy
depending onto the pheromone values. When a node has multiple nexonatips flestinatior
of the data, it randomly selects one of them, with probabifity, which is calculated in the same
way as for reactive forward ants in (3), but with a much higher expprierorder to be greedy
with respect to the better paths.

In the experiments}, was set to 20. Setting the routing exponent so high means that if several
paths have similar quality, data will be spread over them. However, if oneipatbarly better
than another, it will almost always be preferred. According to this styateg do not have to
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choose a priori how many paths to use: their number will be automatically sgtiedienction of
their quality.

If estimates are kept up-to-date (which is done using the bootstrappednpdee), the dy-
namic availability of multiple paths leads &mtomatic load balancingoptimization of resources
utilization, and increase in throughput. This is a common characteristic in ACRrimepl&tions.

Link failures

Nodes can detect link failures (e.g., a neighbor has moved away) thtocglhmonitoring
Specifically, link failures are assumed to have taken place when unicastissions (of data
packets or ants) fail, or when expected pheromone diffusion messagesuot received. When a
neighbor is assumed to have disappeared, the node manager takes aafuantens. In the first
place, it removes the neighbor from its neighbor list and all the associateessfrom its routing
table.

Further actions depend on the event which was associated with the dietalisappearance.
If the event was a failed transmission of a control packet, the node tasteddink failure no-
tification message. Such a message contains a list of the destinations to which thestadtse lo
best path, and the new best estimated end-to-end delay and numbesdb hbjs destination (if
it still has entries for the destination). All its neighbors receive the notifinadiod update their
pheromone table using the new estimates. If they in turn lost their best or tiigipath to a
destination due to the failure, they will broadcast the notification furtheit,alhconcerned nodes
are notified of the new situation.

If the event was the failed transmission of a data packet, the node doeluoie the desti-
nation of the data packet in question in the link failure notification. For this degim the node
starts docal route repairprocess. The node manager broadcasteige repair antthat travels to
the involved destination like a reactive forward ant: it follows available rguitiformation when
it can, and is broadcast otherwise. One important difference is thag & lh@aximum number of
broadcasts (which we set to 2 in our experiments), so that its proliferationiied. The node
waits for a certain time (in the experiments set to 5 times the estimated end-to-enaltia
lost path), and if no backward repair ant is received by then, it cdeslthat it was not possible
to find an alternative path to the destination. Packets which were in the meantifeestdor
this destination are discarded, and the node sends a new link failure niatifiedoout the lost
destination.

4.3.2 Experimental results

AntHocNet's performance has been extensively evaluated againso$tite-art algorithms un-
der a number of different MANET scenarios for both open space aalistic urban conditions.
We studied the behavior of the algorithm under different conditions faverk size, connectivity,
change rate, data traffic patterns, and node mobility. Performance wasireeéan terms of data
delivery ratio, end-to-end packet delay and delay jitter as measurffecfivenessand routing
overhead in number of control packets per successfully deliveredpdaket as measure effi-
ciency Here we report only a small subset of these results with the aim of siqgde claim
that AntHocNet shows superior performance in terms of general effiaad efficiency, and in
terms of adaptivity, robustness and scalability. The reader is refertbd toentioned AntHocNet
references for the full set of results.
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All experiments are carried out in simulation usi@galNet[43], a commercial state-of-the-art
simulator for telecommunications networks. Tdgen spacecenarios used in the tests reported
on here were all derived from the same base scenario. In this sceb@@imodes are randomly
placed in an open space area of 24800 n?. Each experiment is run for 900 seconds. Data
traffic is generated by 20 constant bit rate (CBR) sources sendin@4elyte packets per second
using UDP at the transport layer. Each source starts sending at@mamde between 0 and 180
seconds after the start of the simulation, and keeps sending until the etwlo-ray path-loss
model is used in the radio propagation model. The radio range of the nd2le3 mseters, and the
data rate is 2 Mbit/s. At the MAC layer we use the IEEE 802.11b DCF protaca aommon
practice in MANET research. The nodes move according to the randgymoive (RWP) mobility
model [36]: they choose a random destination point and a random ,speee to the chosen
point with the chosen speed, and rest there for a fixed amount of feesbefore they choose a
new destination and speed. The speed is chosen between 0 and 10 nif& padse time is 30
seconds.

e
ive

Figure 4. The map of the city of Lugano, Switzerland, used for the expatsre the realistic
urban scenario.

Theurbanscenario is supposed to model a realistic urban environment where a MAMHJ
be actually deployed and used. The scenario is derived from the stgeetization of downtown
Lugano, Switzerland. Figure 4 shows the city map we considered asmeéerlt corresponds to
an area of 1562997 n¥, which covers most of downtown Lugano. Streets define the openspace
where nodes are free to move. Buildings are inaccessible to the nodeasiodlly play the role
of obstacles that put constraints on agent movements and shield radibpsigmagation. Three
classes of nodes live in the scenario: nodes moving at typical urbaspead, nodes simulating
walking people, and non-mobile users. Most of the basic settings usedopéinespace scenarios
have been also used in the urban one. The characteristics and the dongfldie urban scenario
are quite different from those of the open space ones. Here we jagifiew results for the urban
case with the aim of showing that the ACR approach is effective overathdidifferent classes
of network scenarios. The interested reader can find loads of expdahmesults for the urban
scenario in [16, 25].

To assess the performance of our algorithm relative to the state-ofitle-the field, we
compare each time tdd-hoc On-demand Distance Vector routing (AOIM2], andptimized
Link State Routing (OLSH9], two important reference algorithms in the field. AODV is a reactive
algorithm, while OLSR is based on a proactive strategy. All points reportdtkidata plots are
the average over 15 simulation runs with different random placement obities.
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Scalability: Varying the number of nodes in open space

We increase the number of nodes, from 100 to 800 nodes. The MANE&A was increased
accordingly, to keep the node density constant. The results are prtsefigures 5 and 6. For
OLSR we report only results up to 500 nodes, as simulation run times becahibitively large
beyond that, and performance very low. We can see that AntHocNet&mtabe over both other
algorithms grows for all measures of effectiveness for larger nesvorkis is an indication that
it is a scalable algorithm. Also in terms of efficiency, AntHocNet seems to Hatdeawhile its
overhead is comparable to that of the other algorithms for small networksrages less quickly
and is much lower for the larger networks.

0.9
0.8 - OLSR - 7

0.7 |

0.6 -

05

06%.

0.4

Packet delivery ratio

05 e
03

Average end-to-end delay (sec)

02 o4r

01 L7 031

0 . . . . . . 02 . . . X . .
100 200 300 400 500 600 700 800 100 200 300 400 500 600 700 800

Number of nodes Number of nodes

Figure 5: Average delay (left) and delivery ratio (right) for an inchregsiumber of nodes.
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Figure 6: Average jitter (left) and routing overhead (right) for an insiegnumber of nodes.

Adaptivity to topological changes: Varying the pause time in open space

In this set of experiment we study the effect of increased mobility by dhgrihe RWP pause
time. This has a direct effect on the changing rate of the network topdRegults are reported in
Figures 7 and 8. AntHocNet's average end-to-end delay is about balhtODV for low pause
times, and around one third for high pause times. In terms of delivery raéiaifference is less
striking but still significant. OLSR is always performing very bad. Also imtsof jitter we can
see a large advantage of AntHocNet over the two other algorithms. Agaibetter AntHocNet’s
performance is not payed back in terms of higher routing overheadeTesults seem to indicate
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the effectiveness of AntHocNet to adapt robustly to dramatically differates of topological
changes inside the network.
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Scalability and adaptivity to traffic loads: Varying the number of data sesdionpen space

Here we report the results for varying the total number of active datiécts#fssions (Figures 9
and 10). In this way we aim to study the response of the algorithms to loadg®rdhis gives
important indications about both the traffic scalability of the algorithms and thédityao cope
with a very dynamic situation at the local level caused by the continual trasismésof large
amounts of data packets. Also this set of experiments shows a significapdésicauyperformance
of AntHocNet with respect to both AODV and OLSR for the considered neetrichese results
provide a further validation of the characteristics of adaptivity and sitityati§l the approach.

Scalability: Varying the number of nodes in the urban scenario

We increase the number of nodes, from 200 to 500 nodes. The total nofrdagtive CBR traffic

sessions is kept constant at 30, as well as the number of nhodes mowiag sjieed, which is
fixed at 25. 30% of the nodes are non-mobile. Basically increasing theemmhimodes (up to
a certain threshold) in the radio-constrained urban scenario makes kheatder, since it brings
more local connectivity. However, the algorithm has to show to ability to piafithe increase in
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urban scenario.

connectivity, as well as the ability to deal with the radio and movement cortstraiposed by the
urban structure. Results are shown in Figures 11 and 12. OLSR&rpexfice are not reported
since in all the experiments we carried on the urban environment OLSRIwagsaperforming
very poorly. We can see that the difference in performance betweddVA&hd AntHocNet is
this time approximately constant but still always clearly in favor of AntHocNagain, also
this set of experiments ran in a scenario showing quite different chesdicte from the previous
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ones confirm the good scalability and adaptivity of approach, as well agétall robustness in
providing superior performance over a wide range of differentaces.

5 Conclusions and Future Trends

In this chapter we considered the problem of designing novel routingitdges for the very com-
plex, dynamic, and heterogeneous modern networks. In the Introdwetictiated a sort of wish
list of desirable properties a network control algorithm should have te @dth this high com-
plexity. In practice we need algorithms which are as much as poszilletive, robust, scalable,
andself-organizing Our claim is that aiologically-inspiredframework like Ant Colony Opti-
mizationcan provide the basic guidelines to implement in a relatively straightforwaycheeel
routing algorithms possessing precisely these characteristics. We aelsitrébbiological process
from which ACO was derived, that is, the pheromone-mediated ability ofriteeia ant colonies
to find in a totally distributed and dynamic way shortest paths joining their nestswaiilces of
food. We defined ACO after this ashortest path behavioiWe described it as a general recipe to
solve combinatorial optimization problems by repeated construction of multiple swwcxord-
ing to a step-by-step stochastic decision policy depending on real-vaduigdbles counterpart of
the pheromone in ant colonies. The outcomes of the solution generatiagsprae used in turn
to adaptively modify the value of these pheromone variable. The dmaiiging a decision policy
that would eventually allow the generation of good solutions for the optimizatimvigm at hand.
We showed that this way of proceeding is particularly suitable to attack roptoigems in net-
work environments. Then starting from AC8nt Colony Routing (ACR# specialized framework
for the design of autonomic routing systems based on adaptive learninggnentp. We discussed
the general properties expected from a properly designed ACR algo@iid we pointed out that
it would be relatively easy to obtain the desirable properties stated in the wishdishow this in
practice, we have described and thoroughly evaluAt@tiocNet a routing algorithm fomobile
ad hoc networkswhich form a very complex and dynamic class of networks. AntHocNeft's p
formance was evaluated in badpen spacendurban scenariosThe experimental results seem
to strongly suggest that the algorithm is able to provide superior perfaeramd to show those
characteristics of adaptivity, scalability, robustness and self-org#nizaat we were looking for.
In this chapter, we have not provided any formal justification or theoteticalysis of our

24



claims. Therefore, we can only speak on the basis of empirical evideiogeever, the amount of
experiments that we and other researchers in the field have carried fautaver a large number
of different network scenarios provides a significant statistical ecielefthe overall efficacy and
effectiveness of the ACR general guidelines for the design of statieeedirt routing algorithms
showing autonomic properties.

In terms of future work, we can see two important research directionghelfirst place, it
is important to carry out theoretical work in the direction of understandimeuwhich dynamic
conditions an adaptive learning approach like ACR is really useful. lpifdbe system dynamics
are too fast or hectic to be tracked and in some sense understood in authstray, it is prob-
ably better to rely on simple purely reactive schemes instead of trying to colfeatnation that
becomes too rapidly out of date. On the other hand, if the system is ratkier stm-adaptive
approaches might prove to perform better. The second importantchsdigection is of practi-
cal nature. Most of the protocols that are currently in use, like TCRe wenceived for much
more static environments and are not really suited to deal properly with eglaptprobabilistic
schemes. Therefore, to really bring adaptivity in modern networks, it walyike necessary to
rewrite or radically modify many existing network protocols. This is at the moraangajor im-
pediment for the real-world implementation and use of novel autonomic netvenitkollers like
AntHocNet.
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